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The SHEPHERD™ Architecture

Features and Capabilities

Up To 64 Users

User Codes, and/or pendants, and/or Tags

Up to 128 2 Way Wireless Zones

Up to 64 Zonesin Total, ISM (RF), ExtenderISM(RF)or/and DECT zones
Working modes options (normal, 24H, Chime, Zone is akey switch...)
Remotely zone configuration

Zone supervision

Zoneisassignedto Cameras

...and more

Up to 32 Two Way Wireless Outputs

Up to 64 inTotal, ISM (RF),ISM Extender or/and DECT outputs

Up to 4 Partitions (areas)

With Area Name customization

Alarm Detection devices

PIR, CRT, EDS3000AM, Magnet Contact, Glass break detector, Smoke
detector, MAG&Shock, AQ, and many more...see CROW web site for more
devicestypes

Visual verification

Up to 16 indoor oroutdoor PIRCAM or mix of both detectorsin total

Audio verification

SH-AVMisan indooraudio verification module, originating emergency
endto end userphone calls

Home Comfort devices

ACP Smart Plug, SH-AVM

Safety Devices

Smoke,Flood, Air Quality, Temperature and Humidity detectors

Signaling Devices

Indoorand Outdoorsirens

Communication

GSM/GPRS/4G support VoLTE

Ethernet

WI-FI

SMS messages and SMS Control Commands GSM
calls for SH-AVMmodule full duplex calls

GSM Modem

Model :L610-EU (FIBOCOM)

LTE Catl

LTE Bands supported: B1/B3/B7/B8/B20/B28
Fall Back: 2G (900/1800MHz)

USB-C connector

For Factory use Only

Up To 8 report channels

TCP/IP channel

Wi-Fi channel

GSM/GPRS /4G channel

Backup function between communication report channels

SMS

Full Duplex voice calls on paniceventororiginating calls (with DECT Voice
devices)

Mow
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CROW - (CROW receiverserver SWinstallation required on the CMS side)
SIADCO9 - SIADCS

Multi-protocol supportto CMS SIA-09 (ADM-CID)
SIA Null —eventtime control

programmable reporting options

Log Events +2000 events

Time zone for Area - Arm/Disarm
Up To 32 Time Zones Time zone foran output
Time zone foruser

Admin Management,Web installer page, personal page, End User Mobile

Cloud and Mobile Servi
oudand Mobile Services App on Android and iOS

Remote Programming ViaWeb browserinterface

Communication Protocol Freewavez™ Two Way1SM
GFSK with 5 frequencies & LBT DECT ULE
Advanced RF module based on Chip EFR32FG23
Frequency Bands (MHz) 868MHz or 916 MHz
Operating Range Up to 800 meters open space
Installer and User Codes 1 Installer code
20 End Users
Arming Modes Total, Stay, Latchkey, Duress, Bypass
ELECTRICAL
Power Input 230VAC 0.4A, 50Hz
Power Supply Type Internal AC/DC Adaptor 6V/2A
Low Battery Threshold 3.6V (x0.1V) DC
Backup Battery Type Battery Pack 3.7V/2600mAh or 3.7V/4400mAh 3.7V/6000mAh
Time to Charge Less than 24 hours
Battery Autonomy 1 singlebattery More than 12 Hours ( w/o DECT active)
Battery Charge Max current Approx. 500mA
Current Consumption Average: 120mA (with DECT active 230mA)
PHYSICAL PROPERTIES
Dimensions 233.8x165.8x31.6 mm
Weight 1.40Kg with battery
Operating Temperature Range -10°Cto 55°C
Storage Temperature Range -20 °Cto 60°C

e  Security Grade2, Environmental Class Il
e  Power supply Type A
e ATS category DP3
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Overview & Communication Capabilities

Front View

Front Cover
Holding Screws

Led Indications

Communication LED

Power LED

Panel Status LED

SYSTEM STATUS

LED INDICATION

System is armed RED - -
System is in Arm process RED Blink - -
Burglary Alarm RED Blink

Panic Alarm

Led state no change

System is disarmed and Ready to Arm

Green

System is disarmed and NOT Ready to Arm

LED Off

Main power and Back up Battery are OK

Green Blink

Battery missing OR Battery in charge mode

Green / RED Blink

AC fail — system working on back up battery Mode

RED Blink

System working with main communication method
(Ethernet)

Green Blink

(WIFI or GSM)

System working with backup communication method

Green / RED Blink

No communication method

LED Off

Remote configuration connection

Green

WPS mode

Green Blink

Green Blink

Green Blink

Mow
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Communication Architecture
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Installing the SHEPHERD PLUS™

Note:Be sure that the control panel is mounted neara socket outletthatis easily accessible. The socket outlet for the power
supply of the control panel should have its own fuse circuit

' Use Philips screwdriverto unscrew the 2 holding screws located at the bottom of the panel

I
{
|
I L The screws are handling by a hidden spring. They cannot be totally removed

Remove the front coverof the panel by tiltit outside

Place the uniton the wall
Use the waterlevel indicatorto positionit straight on the wall
Mark the holding holes onthe wall and drill the wall

Mount the uniton the wall with screws

Ethernet— Connectthe Ethernetcable to a routeror an internetoutlet

GSM —Insert micro-SIM card into the SIM card slot

i =kox L o [d)
I kN AC-Plugintoa poweroutlet

Connectthe backup battery

Insert back the front cover bytiltingitinside

Ee ‘ Close the 2 holding screws
& Ef‘
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Configuringthe SHEPHERD PLUS™

Overview

Note! : Find all Parameters Definitions in Program Definitions description chapter in this manual

Web Installer Access
Webinstaller Access link: https://installer.crowcloud.com—Installershould use this link to logininto system and to be able
to manage, program and control the system.

Ensure that you have an installeraccount priorany installation (if not, please ask forit from your Distributor).

Aftermounting the control panel, connectittothe AC powerandto the internetviathe Ethernetcable pluggedintothe
router. Verify communication ledis flashingin green color. Panel usesits MAC Address to communicate to the
Crowcloud™, so any search or connect based on panel’s MAC Address or name.

Important Note: Do not use the same account details forInstallerand for End user account, accounts must be different.

The installer mustverify with his distributor whether he has been assigned to a subgroup of panels or the distributorhasa
registration code to use the option of take ownership of certain panels he has purchased from the distributor

Installer opens account with registration code option: https://installer.crowcloud.com and uses the “Sign up” button to open
new installeraccount with registration code (installer must obtain the registration code from his distributor)

The panel by default automatically connect and register on the CrowCloud™.
The configuration of the SHEPHERD PLUS™ panel has to be performed through the web installerinterface.

This part of the CrowCloud™ allows access to an online full configuration interface of the SHEPHERD PLUS™ control panel.

The below screenshot shows an example of web page screen:

Search the
reguested ' Login with
panel by installer

MAC code
Address

ﬂ{ow thecrowgroup.com Page | 10
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https://installer.crowcloud.com/
https://installer.crowcloud.com/

Quick Install Guide

Enter the installer code (by default the code is 000000).

For security reasons, itis highly recommended to change the installer code. Go to "Miscellaneous”, change the installer code
in Panel Options, and submit.

Users codes and names

SHEPHERD PLUS™ panel can manage up to 20 users, click on User to change its code and set the optionsif required.
Learn remote pendantbyinsertingits unique ID numberand submit configuration.

Pendant (User 1-Master)

Leam user pendant

Note:to activate pendants, press and hold the two lower buttons of the remote control
device.

Remote led shows greenlight onthe end of learning successfully.

Areas Names

SHEPHERD PLUS™ panel offersupto 4 areas (partitions), select the Area#to program and see all options.

Zones

SHEPHERD PLUS panels offers up to 64 wireless zones (ISM/ExtenderISMor DECT ULE), click onrequired zone # to display
its options.

o Clickon ADDzone button, selectthe link type ISMfor RF devices, Insert unique ID number of the device, device type
selected automatically orcan be select manually. (NOTE: there is special section that shows how to pair DECT devicesin
the nextpara.)

e Setup working mode of the zone (Stay mode, 24-hour...) and more optionsif required.

e Findinstallationandlearninginstructions foreach device stored inthe CROW website section support and download

e Save configuration by clicking on the save configuration button.

Note: DECT Devices

The pairing of DECT ULE device must be preliminarily pairing performed from "Communication" - "DECT" - "Learn DECT
Device".(NOTE: ensure DECTisenabled)

When the DECT device pairingisdone, then you can go to Zoneslevel and assign the paired DECT device IDtoa zone
betweenzones 1to 64. Chose linktype “DECT” and then assigntoa Zone.

Click save configuration button to save changes and activate learned zones.
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Outputs

SHEPHERD PLUS™ panel offers up to 32 wireless outputs (ISM/ISM Extenderand/or DECT ULE e.g. Siren or ACP smart plug),
clickon required outputto displayits options.

ADD Output, selectlink type “ISM”, Insert unique ID number of the device, select device type and give itaname.

e Findinstallationandlearninginstructions foreach device stored inthe CROW website section supportand
download.

Note:
The pairing of DECT ULE device must paired first from "Communication" - "DECT" - "Learn DECT Device". When the DECT
device pairingcompleted, thenyou have goto "Outputs"” and assign the DECT ID to an output.

Report Channels

SHEPHERD PLUS™ panel offers 5report channels types for events communication, and up to 8 report channels, channel #8
isdedicated channel for cloud (cannot be modified), select 1-7report channel # to display its options.
Setthe channel according: 1. Channel Type 2. Settings 3. Protocol type 4. Port no. 5. Area account code 6. Report options.

Selectchannel type as follow:

TCP/IP Set channeltype as TCP/IP Need to set Ethernet enabled to use this type of channel

Wi-Fi Set channeltype as Wi-Fi. Need to set Wi-Fi enabled to use this type of channel

Set channeltype as GPRS 4G .
GSM IP Need to set 4G IP enabled to use this type of channel in setting "Communication" — "GSM" (see belowin para
"Communication”)

GSM (sMms +Voice) Set channeltype as SMS Text Messages (Note: GSM Voice for panic event + AVMmodule only )

VOICE Set channeltype as VOICE (w hen using AVMmodule for event announcements )

NOTE: The TCP/IP, GSM IP and GSM SMS channels enabled by default.

Keypads

Up to 4 Keypads persystem, select Keypad #and start to program by Add Keypad button, select Link type “ISM”, insert
Keypad ID# (serial number), and select Devicetype, save configuration.

e Findinstallationandlearninginstructions foreach device stored inthe CROW website section supportand
download.
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Communication

Defaultremote access password is "12345678", it isrecommended to modify the password.
Activate communication paths configured in "Report Channels".

TCP/IP:
By default, the DHCP is active; the router will assign aninternal IP to the SHEPHERD PLUS™. You can assign a dedicated IP
addressto the panel by fillingits staticIP, Subnet mask and its Gateway (address of the router).

GSM |P:
This option activates the GPRS-4G . Fillinthe APN of your provider.

GSM SMS:
This option activates SMS features if selected in "Report Channels".

Wi-Fi:
The SHEPHERD PLUS™ panel can connectto the router in Wi-Fi mode.
Fillinthe network SSID (name of the wireless network), Security type and network password.

DECT:
Pairing of DECT devicesin communication->DECT level and goto "Zones" or "Outputs" to assign paired devices.

RF Repeater:
The SHEPHERD PLUS™ panel can support wireless repeaters. Follow the repeaterinstructions forlearning Repeater device.

RF
In case of jamming, you can adjust manually the RF Channel frequency range from 1to 5.

Miscellaneous

There are panel optionssuch as:

Installer code

Duress digit

License time

Timersand Delays

User Options

Chime Control

11 Find descriptions of above options and program parameters in Program Definitions Description chapter in this
manual.
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Voice Device
Voice device

Audio Verification Module

SH-AVMisan indooraudio verification module. Upon transmission of an alarm signal, the SH-AVM provides remotely
controlled and full duplex functionality between a central station operator and the occupants of the premises. Receiving
audio verification simultaneously with the alarm signal allows the CMS to prioritize and verify alarms before acting, making
the SH-AVMthe ideal solution to false dispatching and unverified alarm problems. Upto 5 modules can easily be installed in
any convenientlocationinyourhome.

NOTE: make sure your systemis equipped with working GSM SIM card.

VOICEDEVICE

The SH-AVM is a DECT module; therefore, AVM module must paired firstin communication level->Learn DECT device,

How to pairthe voice device module:

1. Ensureto charge the AVM battery first (USB charger)

2. Goto communicationlevel 2 Goto DECT sub level, press onthe learn DECT device button, and press the pairing
button of the voice device located in the back side of the voice device and the dial greenledin the front should
flashing while the systemisrunningthe learning process. Verify inthe web installer screen that shows stage 1 and
stage 2 finished and completed and successfully learned message.

3. Nextstep, assignthe pairingvoice device toselected voice device#( 1 to 5) by Add Voice device button.

4, Goto Voice device level and add the new voice device

Voice Devices

Serial Number

5. Insertfrom1to 16 Outgoing Destination numbers forPaniccall eventin Communication ->Alarm Phone.

ﬂ{ow thecrowgroup.com Page | 14
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Alarm Phone

Outgoing phone numbers

Area  Area
#ID Contact number

6. InsertPhone destination numberto make a call by pressingthe dial button, USER->select user#-> phone.(seebelow
picture.)

Advanced Configuration (User 1 Master)

Panel Configuration

B yoers

7. Save configuration

ﬂ{ow thecrowgroup.com Page | 15
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Call Scenarios:
1. Pressing voice device’s Panic button, panel generates GSM call to any predefined destination number
2. Pressing the Voice device’s Dial button, panel generates GSM call to any predefined destination number
3. Call Disconnect Button
4. End user can Call the control panel and the call can be answered inthe Voice device by pressing the
dial button ( no.4)
Reminder Note: Do not forgetto insertSIMcard to supportvoice calls

Overview

This level displays general information such as device state, device type, RSSI, battery level, Zones, Users, Outputs
information. Battery and RSSl level statistics per hour, day, week and more.

Diagnosticsub level shows the relevantand current panel communication type is online. Information on Ethernet, GSM,
panel Radio Frequency, Wi-Fidetails.

In Addition, thereisawalktesttool, which helpsinstallerto testthe system, verify all works properly before leaving the site.

e BatteryStatus

Ethernet network status with internal connection status.
e Wi-Ficonnection status and details

GSM and GPRS/4G status with RSSI level
e ISM 2-Way Wireless Radioinformation

Walk Test

Click on "Start Walk Test" to start the test. Check Zones connection status, device type and RSSI signal of each ISM detectors.

By cross walkingthrough all of the detectors connected to the system and activatingthem, the associated zone will latch up
to allow verification that all zones are commutating properly with control panel.

The results of the walk-test displayed on the screen to verify which detectors triggered during walk-test mode

Press "Exit & Stop Walk Test" button, the walk-test mode will be terminated
Screenshots below, describes triggering detector while systemisin walk test mode,
Note:the communication panel led shows orange color whilethe systemisinwalk test mode.

Control

Thisis a level forinstallertesting the system thatallows the system be ARM, DISARMor STAY ARM for each AREA.
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More...

More level displaysinformation such as Panel MAC address, Status, version, Panel’s IP address, last connection, TimeZone,
country, there is ability of:

Backup configuration

Panel upgrade (from cloud orlocal file)

Creating defaultfile configuration (installer can create his own default configuration)

Apply default configuration

Link to personal page

Restart panel

End User Personal Web Page

The nextstep afterinstallationis done End user should run the next link
http://Crowcloud.com and proceed with the userregistration to your
SHEPHERD PLUS™ panel.

The Crow Cloud personal user webpage allows the end userdirect
access to all of hisown registered control panels and:

Please login

e Monitorand Control panel and connected devices

e Browse alarm pictures and requestforimmediate take picture
e Get panel connectioninfo

e Manage cloud users

Sign up | Forgot password | EE

nyacov(@gmail.com

If you already have an account, insert youraccount details andlogin,
or create a new useraccount by clicking "Sign Up"

Creating End User Account steps:
1. Presson the Sign up button
2. Fill in End useraccount details ( use relevant email address)
3. The password must be alphanumericand atleast 8 characters
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http://crowcloud.com/

Create Account

Login (Email)
Email

First Name

First Name
Last name
Last Name

New password

Retype password

Submit

4.Submit

5. Run the link www.crowcloud.com again

6. Login with new account details

7. Press on the Add panel to Account button and associate the new account with the end user panel’s MAC Address.
8. Remote access password must be modify from default, please ask yourinstallerto modify it first

9.The user code is by default 1234, recommended to change it.

10. Presson the nextbutton

Add panel to account

MAC address | _ -~ -~ - - -
Panel Name Name
Remote access password Remote access password
User code User code

Next

AOW thecrowgroup.com Page | 18
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http://www.crowcloud.com/

Mobile Applications

Smartphone iOS and Android

Install the Crow Pro application
on your smartphone
(i0S / Android)

Preliminary Important Note:

Whetheryouare at home, at work, ona business trip, oron
vacation, The Crow Pro™ application provides you the easiest way
to monitorand control your SHEPHERD PLUS™ :.

¢ Switch between linked panels (home, office...)

¢ Control panel state (Arm, Disarm...)

* Checklatestevents

¢ See and Operate on active Outputs (Activate/Deactivate)

* See and Operate Zones (Activate/Deactivate Bypass)

e Take picture from connected Pircam(s)

¢ View stored pictures and Share them (via mail, message...)
¢ Accessto Panel & Users Info

Configuration changes will take effect only when you will send the updated configuration to the control panel.

We highly recommend saving your latest configuration before each update.

Mow
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Program Definitions description

User Types ,Code, Pendants,Tag

Clickon the userto display its available options.

User Settings

Parameter Description Default Configuration
UserName Enter name of user up to 16 characters User #
Code 1 defaultsto 1234.
UserCode Enter user code (4-8 digits) This means that User 1

automatically gets the code 1234

Phone

Enter user’s Phone number ( creating full duplex
call by pressingthe call button of Voice Device)

Empty

User Options

monitoring statin alarm is different

Parameter Description Default Configuration
Usercode can arm User can arm all areas that assigned to user Enable
Usercode can arm stay User can arm Stay Mode forall areas that assigned to user Disable
Usercode can disarm User can disarm all areas that assigned touser Enable
User code can disarm stay | User can disarm Stay Mode for all areas that assignedtouser | Enable

. User can arm all areas that assigned to user, but may onl .
Security Guard User . . . & . Y OV | pisable
disarmifthe panelis currently armed and inthe alarm state
The Userwill armthe alarmin Latchkey Mode. If a user withthis
option on disarms the alarm no disarm report will be sent via
the dialer. If LatchkeyMode isarmedand a user with this option | _.
Latchkey Mode User . y . . P Disable
off disarms the alarm a disarm report will be sent to alert
parents when theirchildren have returned home. Reporting of
Latchkey Disarmis enabled at Reporting Options.
Coderequired after . . .

9 Afterpresentingaccesstag user hasto enteravalid usercode | Disable

access tag
When this option is checked / activated, the panic event is
UserEmergency Alarm replaced by an emergency event and also the CID to the | CID 101

Mow
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User Type

Parameter

Description

Default Configuration

Keypad User

Users assigned to keypads; User Codes used to
Arm/Disarm all or part of the alarm system.

Disable

PendantUser

Radio keys can be used to Arm/Disarm all or part of the
alarm or they can operate outputs directly', Unlike user
codes, aradiokey cannot be assignedtoa keypadsoif a
radiokeyis assigned to more than one outputand the
radio keyis operated, all of the outputs assigned to the
radio keywill turnon

Disable

Access Tag User

Access Tag can be usedto Arm/Disarmall or part of the
alarm oritcan be usedto operate outputs foraccess
control purposes

Disable

Remote Control User

This option defines userrights for remote control of the
control panel.

Disable
User 1 isenable by default

Area Assighment

Parameter

Description

Default Configuration

UserAssigned To Area

or they use to operate outputs foraccess control
purposes.

CodesusestoArm/Disarmall or part of the alarm system

AllusersassignedtoAreal

Keypad Assignment

Parameter

Description

Default Configuration

User can operate at keypad

Any userassigned to operate at certain Keypads. This
option controls a code that can Arm/Disarm from certain
keypads.

Mow
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Time Zone Assignment

Parameter

Description

Default Configuration

User Controlled by Time
Zone

When the user controlled by time zone, the keypad code
and pendant are not active, when the time zone is not
started or finished. Only when the time zone started, the
usercan performactionsin the systeminaccordance with
itsrights as defined by configuration.

Notassigned

Handset Assignment

Parameter

Description

Default Configuration

Userassignmentto handset

The device refers to the SH-fall device, this feature used to
associate handsetto a user, the system supportsupto 4
devices, and each of the devicesis associated with one
useronly. When activating an example panicfrom SH-Fall,
the system creates an event that contains the username
ID.

Disable

Permissions

Parameter

Description

Default Configuration

User can change his code and
name

The user can change his code numberand name

Enable forall users

User can change all codes and
names

They user can change code numberand name for all users.

Disabled

Pendants

Parameter

Description

Default Configuration

Enter the unique serial ID of the pendant (remote

alarm only

alarm duringalarmonly. If this option s off, the
pendantcannotdisarmthe panelinany state.

Leam user pendant control) or Panicwatch device and save configuration Empty
Delete existing pendant from memory
Delete user pendant Delete user pendantand send configuration to panel )
. If this optionisenable, the pendant can disarmthe
Pendant can disarm at P P Disable
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If this optionison, the pendantcan only disarmthe

Pendant can disarm at alarm duringthe entry delay time. This means that Disable
entry delayonly authorized radio key users must enter the buildingand
triggerthe entry delay before the can disarmthe alarm.
A feature mustenabledinthe check boxif we wanta
two-way voice callinthe event of a panic, forinstance,
. froma panicwatch device.inordertoestablish atwo-
On pendant panic alarm disable

call voice

way voice call, we mustensure at least one voice device
isset upin the system. Sothat the call will establish
between the voice device and the destination end
user’s phone.

PendantPanic, Fire,
Medical Alarm to Outputs

A Pendant Panic, Fire, Medical Alarm can be assigned to
an Output or multiple Outputs. This can be used to
operate an audible orvisual alarm connected to the
Output

No Outputsselected

Access Tag

Parameter

Description

Default Configuration

Learn user tag

The access Tag must enrolledinto the panelbeforeit
can used, learn done by RFID pointinthe keypad,
please ensure that this useralready hasa code
otherwise, the RFID will not function normally.

Delete usertag

Delete atag done fromweb installer page by delete
button.

If this optionis on, access tag can arm area assigned to

Access tag can arm P ’ g g Enable
user
If this optionison, access tag can disarmarea assigned | Enagble

Access tag can disarm

to user

Access tag can Turn On/Off
Output

Access Tag can be assign to an Output or multiple
Outputs. This can be used to operate an audible or
visual alarm connected tothe Output

No Outputsselected
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Areas

Clickon an Areato display its available options.

Area Names
Parameter Description Default Configuration
Area Name Enter name to identify the Area Area#
Settings
Parameter Description Default Configuration

Report Arm at the end of Exit
Delay

If this optionis onthe panel will reportthe Arm/Stay Arm
signal toa monitoring station when the exit delay expires. If it
is off, the panel will reportthe arm signal immediately the
system hasbeenarmed

NotSelected

Use near and verified
alarm to report

To reduce the possibility of false alarms the panel can require
two alarms on different zones within a 45 minutes period
before afullalarmis sent. If thisoptionisturned ON it applies
to all zones assigned tothat area.

An alarmon a single zone will send aNear Alarmreportto the
monitoring station. If no further alarms occur within 45
minutes, the nearalarmtimerisresetand a restoreissentfor
the zone that activated. If the zone that activated is still in
alarm when the 45 minutes timer expires, a zone bypass for
that zone is sent and the zone will remain bypassed until the
area is disarmed. Any new alarms after the timer has expired
will send another Near Alarm report. If a second alarm on a
differentzone occurs within 45 minutes of the Nearalarm, an
Intrusion Verified alarm report will be sent. This format only
appliesto ContactID and Pagerreporting.

Turning this option on will stop zone alarms from being
reported in Domestic & Voice formats as there are no
messages fornearand confirmed alarms.

You must turn this option off if using Domestic or Voice
formats

NotSelected

Fail to arm if exit zone still
open

If this optionisturned ONitdoesn'tgive to arm or stay arm
the areaif one of the low security zones orexitdelay zones
still open after exit delay expired. This option notvalid for
automaticarm by time zone.

NotSelected

Timers and Delays

Parameter

Description

Default Configuration

Each Area can have its own exitdelay time.
The delay can be programmed from 1-255 seconds in one

second increments. If the exit delay is set to '0' the panel
will be instantly armed.

A Exit Delay Ti
rea Exit Delay Time (sec) second increments. If the exit delay is set to '0' the panel 60 seconds
will be instantly armed.
Each Stay Mode Area can have their own exit delay time.
. . Th I f 1-2 i
Area exitstay delaytime (sec) e delay can be programmed from 1-255 seconds in one 60 seconds
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Area delinquency delaytime
(days)

Each Area can have theirown Delinquency time.

The delinquency time monitors the arm/disarms of each
Area.If an Areahas notbeenarmed withinthe set number
of days a delinquency reportwillbe sent.

Each time an Areais armed the delinquency timeris reset.
A value of '0' disables the delinquency monitoring.

NOTE:

If the default value of '0' is changed at this location
(e.g. a value of 10 is entered meaning 10 days), the next
time the areaisarmed a delinquency restore message will
be sentviathe dialerasatest thatthe functionis operating

0 second (immediate)

Area inactive time (Min.)

Each Area can have own inactive time. The inactive time
monitors a lack of activity for each Area at disarm. If an
Area has not been, activate within the set number of
minutes an inactive zone report will be sent. Each time an
Areais activated the inactive timeris reset. A value of '0'
disablesthe inactive monitoring

Area alarm restore time (Min.)

The featureitis dedicated to autoresetfor Panic, Fire and
Medical alarms events, In case there is no KP installed in
the system. This is the time (in minutes) that all those
events will be restored, <<0>> means that user must use
Manually to restore the alarm whetheris with a code or
pendant or from mobile App. <<X>> minutes means that
the alarm will be restored after <<X>> minutes.

Zone Assignment

Parameter

Description

Default Configuration

Assigned Zones

This option assigns Zone(s) to Area.

Ifa Zone isassigned only to one area it will activate if
specified areaisarmed. If zone assigned to more than one
area itwill activate only when all assigned areas are
armed. By defaultall zones assigned to Area 1.

All zones assigned to
Areal

Areas 2, 3 and 4 not
selected

User Assignment

Parameter

Description

Default Configuration

User Assignment

This option assigns Users to Areas.

If Users have this option activated, they can Arm/Disarm
all zones assigned to Area

All Users assigned to
Areal

Areas 2, 3 and 4 not
selected
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Time Zone Assignment

Parameter Description Default Configuration
If area assigned to time-zone it will automatically armed
when time-zone starts and disarmed when finished. You
Time Zones can assign more than one time-zone to each area. If

assigning multiple time-zones you should insure that they
do notoverlap as this could cause confusion

Signals to Output

Parameter

Description

Default Configuration

Arm Area Indication
to Outputs

Formonitoring purposes, an Arm indication can be assigned to
an Output.

It could be used to start a video recorder or similar device.
Each Area can have a separate arm indication assigned to a
different outputif required

No Outputsselected

Stay Arm Area Indication
to Outputs

For monitoring purposes, a Stay Arm indication can be
assigned to an Output. Each Area can have a separate
indication assigned to a different outputif required

No Outputs selected

Disarm Area Indication
to Outputs

For monitoring purposes, a Disarmindication can be assigned
to an Output. Each Areacan have aseparate disarm indication
assignedto a different outputif required

No Outputsselected

Area account numbers

Parameter

Description

Default Configuration

Area Account numbers

When system sends a report to a monitoring station there
must be a unique account number programmed in report
channels from 1-7 to identify the panel. There is an account
code for each area.

The account code is 4 digits. Each digit can be a numberfrom
0-9 as well as the special characters B, C, D, E & F. For SMS
reportchannels noneedtodefine the accountnumber.

Allaccountin report
channelsfrom 1-7 are
set"0" exceptthe
channel #8 with account
"8000" for CrowCloud™
connection

Beeps to Keypads

Parameter

Description

Default Configuration

Area Armed Exit Delay Beeps
to Keypad

This option is using for monitoring purposes of exit delay at
arming by keypad beeping. If the option marked for specified
area corresponded keypad willstart beeps during time of arm
exitdelay, but nolongerthangiven by buzzerresettime.

Enable forall keypads

Area Stay Armed Exit Delay
Beeps to Keypad

This option is using for monitoring purposes of exit delay at
stay arming by keypad beeping. If the option marked for
specified area corresponded keypad will start beeps during
time of stay arm exitdelay, but nolongerthan givenby buzzer
resettime.

Disable

Mkow
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Zones

The SHEPHERD PLUS™ Panel supports up to 64 wireless zones: ISMzones and/or DECT Zones

We invite you to visit our website http://www.thecrowgroup.com for more information on our Two-Way wireless ISMand
DECT detectorsrange.

To configure Zones, click onthe zone to display its related options.

Parameter Description Default Configuration

Name Enter zone name

This option used for enrolling new device RF , DECT or
Add Zone Extender and assign it to a zone and setting the device’s
configuration

Zone Status

Parameter Description Default Configuration

zoneis activated
automatically right after

Zone is active Activate ordeactivate the zone, The panel will monitor the zone. .
enrollingand learna
new device
Zone will cause alarm if triggered when Stay Mode is armed. This
Stay mode zone feature is normally used for arming just part of the alarm at night | All zonesselected

time.

If this optionis ON the zone will have to trigger twice within the two
triggertime beforeit will cause an alarm. If the zone doesnot trigger
a secondtime before the two triggertime expires, the countis reset
and it will take anothertwo triggersto cause an alarmon this zone.
If more than one zone is set-up as a two trigger zone, then a single
triggerfromtwo separate zones within the two triggertime can also
cause an alarm. If the zone becomes faulty and still open once
triggered atend of two trigger time period it will alsocause an alarm.

Is Two trigger zone No Zone selected

Zone should be closed for ready to arm. It will not cause an instant

e . . . All zonesselected
alarm if triggered during the exit delay time.

Exit delayzone

Zone can remain openduringarmingand will cause alarm in case it
will remain open after the exit delay expired. This zone is named
"Low Security Zone".

Can Arm if Zone is not
Ready

No Zone selected
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Outdoor Zone

A special feature for detectors that installed outside the premises,
which mainly indicates to the control Monitoring center that the
alert came from an external and not internal detector, such as the
code according to the CMS.

Zone will send Outdooralarm (1136) in instead alarm (1130)

disable

Handover zone

A Handover Zone is one that its entry delay will apply provided a
Non-Handover entry zone is triggered first. If no other entry delay
zones are triggered before the handover zone the entry delay on
thatzone does notapply and thealarm willbecomeinstant (no entry
delay)

No Zone selected

Manually bypassed
zone

Zone can be manually bypassed while in the disarmed state. Once
the areawiththe bypassed zone has beenarmed and then disarmed,
the manual bypass is canceled and the zone must be manually
bypassed again before armingif required.

All zones selected

Auto bypassed zone

Zone will beauto-bypassed if unsealedat the expiry of the exit delay.
If a zone is unsealed at the time of arming and remains unsealed
whenthe exit delay expires and this optionis onforthat zone it will
be automatically bypassed by the panel. If the zone seals afterthat
timeitwillbe re-instated automatically and can thencause an alarm.
On disarming of the alarm any auto-Bypasses are removed

No Zone selected

Disable Zone Tamper

If this option is turned ON then the zone tamper will be disabled,
openingorremovingthe zonefromthe wall will not cause to tamper
alarm on panel.

No Zone selected

Area Assighment

Parameter

Description

Default Configuration

Zone assigned to Areas

This option assignsthe Zone to Area. If a Zone is assigned only to
one area, it will activate if specified areais armed. If zone assigned
to more than one area, it will activate only when all assigned areas
are armed. By defaultall zones assigned to Area 1.

All Zones assigned to
Areal only.

Working Mode

Parameter

Description

Default Configuration

Normal

Zone without any special behavior.

All zones selected

24-hour zone

If this optionis ON the zone willbe constantly monitored regardless
of the arm/disarm state of the panel. If the 24 Hour zone also has
an entry delay programmed, this delay will apply. Once the alarm
has beengenerated it mustbe cleared by entry of avalid User code

No Zones selected
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24-hour
auto-resetzone

If this optionis ON the zone willbe constantly monitored regardless
of the arm/disarm state of the panel. Once an alarm has been
generated with a 24-Hour Auto-resetzone, the alarm will be reset
automatically once the zone is closed. If the 24-Hour zone also has
an entry delay programmed, this delay will apply. If the 24-Hour
zone activates but then resets before the entry delay expiresno
alarm will be generated. This feature can be useful for monitoring
planttype alarms such as freezeralarms.

No Zones selected

24-hour fire zone

If this optionis ON the zone willbe constantly monitored regardless
of the arm/disarm state of the panel. If the 24-Hour Fire zone also
has an entry delay programmed, this delay will apply. Once the
alarm has beengenerated it must be cleared byentry ofavalid User
code.

No Zones selected

24-hour Waterzone

If this optionis ON the zone willbe constantly monitored regardless
of the arm/disarm state of the panel. If the 24-Hour Water zone
also hasan entry delay programmed, this delay willapply. Once the
alarmhas been generated it must be cleared byentry ofavalid User
code.

No Zones selected

24-hour Gazzone

If this option is selected the zone will be constantly monitored
regardless of the arm/disarm state of the panel.Once the alarm has
generated, itmust be cleared by entry of a valid User code.

24-hour High
temperature zone

If this option is selected the zone will be constantly monitored
regardless of the arm/disarm state of the panel.Once the alarm has
generated, it must be cleared by entry of a valid User code. This is
a special feature that the HIGH temperature alarm event replaces
the regularalarm (open/close) eventfrom adetector

24-hour Low
temperature zone

If this option is selected the zone will be constantly monitored
regardless of the arm/disarm state of the panel.Once the alarm has
generated, it must be cleared by entry of a valid User code. This is
a special feature that the LOW temperature alarm event replaces
the regularalarm (open/close) eventfromadetector

Chime

If this option is ON, the zone will operate Chime mode when
disarmed. When the alarmisarmedthe Chime Mode is disabled for
thiszone. A Chime zone can sound the keypadbuzzeroroperatean
output to indicate that the zone is unsealed. Itis normally used to
monitorareas during the daytime

No Zones selected

N OTE . please note that if zone is

set to working mode “chime” zone in
C.P FW 82.xx , the zone working mode
changes to “ 24H Gaz Zone” on
upgrading C.P FW to 84.41

Permanentchime

If this optionis ON, the zone will operate Chime mode when armed
or disarmed. When the alarm is armed the zone will continue to
only be a Chime Mode Zone and will not cause a burglar alarm. A
Chime zone can sound the keypad buzzer or operate an output to
indicate thatthe zoneisunsealed

No Zones selected

Zoneis key switch

This option enables zone as a keyswitch function

No Zones selected
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Zones Options

Parameter

Description

Default Configuration

Zone will not report alarm
to channels 1-7

This option disables the zone to send alarm report including
camera photos through all enabled communication channels
1-7

In addition, there is no activation of siren and KP buzzer.
special event code 4130 indication and “shadow event name
assignedtothisfeature.

Disable (unchecked)

Zone will not send alarm to
channel 8

This option disables the zone to send alarm report, excluding
camera photos through channel 8,

Disable (unchecked)

Zone Sends Reports

This option enables the zone to send report function through
all enabled communication channels.

All Zones Selected

Zoneis on Soak Test

If a zone is suspected of being faulty and is causing false
alarms, youcan turnitintoa Soak Test Zone and it will still be
monitored for alarms when armed but it will not cause the
sirenstosound or reportto the dialer. The Soak Test zone will
still be logged in the event memory however so it is possible
to check the activity of the zone, via the memory, and after a
suitable period of no alarmsit can be re-instated as part of the
alarm by removingthe Soak Test option

No Zones selected

Exit Terminator Zone

If this optionisselected, whenthe zone unseals during theexit
delay time and then seals again the panel will cancel any
remainingexitdelaytime andarmin 3 seconds fromthe time
the zone was sealed.

No Zones selected

Triggerif open

The camera will be triggered in any panel state mode.

No Zonesselected

Camera Assignment

Parameter

Description

Default Configuration

Zone is assigned to
Cameras

This option enables the zone to trigger PIRCAM or multiple
PIRCAM:s.

No Zones selected
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Zone Key switch

Parameter

Description

Default Configuration

Key Switch can ARM

This option enables Arming of the assigned Area viathe Keyswitch

Key Switch can DISARM

This option enables Disarming of the assigned Area via the Key-
switch

Key Switch is normally
open

The key-switch can be a NO (Normally Open) ora NC (Normally
Closed) key-switch.

Key Switch is
momentary

The operation of the key-switch can be momentary or latching. If
this option is on, the key-switch operation is assumed to be
momentary. This means that each time the key-switchis operated
thenreleasedthe areawill toggle its current state (l.e. if armed it
will become disarmed or vice versa). If this option is turned off it
is assumed that the key-switchisa latching type. This means that
when the key-switch is operated and the key removed the
contacts remain in the same state. When a latching key-switch is
used, turning on the switch will armthe areaand turning it off will
disarmthe area.

Alarm to Output

Parameter

Description

Default Configuration

Zone alarm to outputs

If an Areais Armed and a zone assigned to that Area activates,
the zone can triggerselected Outputsforlocal alarm signaling.

wheninthe Full Armed State

This location assigns Zones to Outputs for alarms that occur

No Outputsselected

Zone stay alarm to outputs

Area activates, the zone can trigger selected Outputs for local

alarms that occur when Stay Mode is Armed

If an Area has Stay Mode Armed and a zone assigned to that

alarm signaling. This location assigns Zones to Outputs for

No Outputsselected

signaling. In case of standard 24-hour zone the output will be

Zone 24H alarm to outputs active forthe full reset time. In case of 24-hour auto-resetzone

the outputis deactivatedwhenthe reset time expires orif zone
is closed. If a zone is a 24-hour fire zone then the output will
pulse ata rate equalsto the pulse time for that output.

Ifa zone is programmed as one of 24 Hour type zone and ifit is
open then the selected output(s)is activated for local alaim

No Outputsselected
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Alarm to Outputs (cont)

Parameter

Description

Default Configuration

Zone tamper to outputs

Zone tamper can trigger selected output(s) for
local alarm signaling.

No Outputsselected

Chime zone alarm to outputs

If a zone is programmed as a Chime zone and it
activates, the zone can trigger selected Outputs
for local alarm signaling. The output will operate
forthe Chime to Outputtime at location. The zone
must clear before the output can be activated
again

No Outputsselected

Zone near alarm to outputs

If zones are programmed for near and verified
alarms, it is also possible to get an indication of a
near alarm from any of the 16 outputs using this
program location. A near alarm is the first alarm
duringan armed period

No Outputsselected

Zone verified alarm to outputs

If zones are programmed for near and verified
alarms, it is also possible to get an indication of a
verified alarm from any of the 16 outputs using
this program location. A verified alarm is the
second alarm from adifferentzoneto the one that
causedthe nearalarmand must happen within 45

minutes of the nearalarm

No Outputsselected

Delays and timers

Parameter

Description

Default Configuration

Armed zone entry delay
time (seconds)

Each Zone hasit's own Entry Delay time when in the Full Armed
State. The delay can be programmed from Oto 9999 seconds in
one-second increments. If the entry delayis set to 0 the zone
will be aninstantzone.

All zones are selected

Stay mode entry delay
time (seconds)

Each Zone has it's own Entry Delay time when in Stay Mode.
The delay can be programmed from 0to 9999 secondsin one-
secondincrements. If the entry delay is set to Othe zone will be
an instantzone.

All zones are selected

Zone Sensor watch-time
(minutes)

If value of this option is greater than zero then zone will be
checkedto see that it operates duringthe disarmed state. If it
isnotoperated withinthe specified timea'Sensor-watch'alarm
will be generated. This feature is designed to detect a faulty
zone that is not operating normally or one that has had its
detection area blocked. The timer is stopped when the area
assigned to the zone is armed and resumes with the specified
value when disarmed again. The timer is reset back to the
original value every time the zone operates while disarmed.
The range of values from 0 to 9999 minutes.

All zones are selected
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Radio Zones

Parameter

Description

Default Configuration

Name

Enter name to identify the Zone

Zone #

Add Zone (Learn Radio
zone)

Radio detector must be enrolled into the panel before it can
be used.

Selectzone #, Add Zone -> Link Type :ISM or DECT, Device’s
ID, Device type

Note:

The pairing of DECT ULE device must be preliminarily
performed from "Communication" — "DECT" — "Learn DECT
Device".

When the DECT device pairingisdone, thenyoucango to
"Radio Zones" and assign the DECT device IDto a zone.

Delete radio zone

Removingradiozone fromthe system.

Zone Config

This function setremotely the radio zone parameters such as
led on/off, pulse detection, Petimmunity, Gain level, etc.

Dedicated menu
accordingto detector
type enrolled

Radio Zone Module

Selectdevice type “ISM “ for RF devices or “DECT” for DECT
devices.

Zone Configuration—features & options examples:

Wireless PIR Detector

Wireless PIR Configuration

LED
Enabled

Supervision
7 min

Pet

OFF

Number of pulses
2 pulse count

Available Options

Sensitivity : PIR Sensitivity

Wireless Door / Window Magnet SH-MAG2

Mow
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Available Options

LED Enable: Activation or not of the LED indicators

thecrowgroup.com

LED(s) state: Activation or not of the LED indicators

Supervision: Time period between each supervisionin minute (from 1to 30)
Pet Immunity: Activation of up to 25Kg Petimmunity

Number of Pulses: Pulse countforeach motion detection
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Magnetic Contact Detector Supervision: Time period between each supervisionin minute (from 7to 30)

Internal Switch: Activation of the internal reed switch

External switch: Activation of the internal terminal block (to connect external wire
device)

Logic of Switches: Alarmtriggeraccording AND / OR Mode of both internal
and external state.

Wireless Flood Detector

Available Options

LED Enable: Activation or not of the LED indicators

Supervision: Time period between each supervisionin minute (from 7to 30)

Enabled ~

Supervision
7 min
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Wireless SH- Camera PIR

Indoor PIR Camera

D
Enabled

et
OFF

Number of pulses
2 pulse count

Sensitivity

Pictures in set

JPEG Quality level
90 % v

Picture resolution &8 color
VGA color(640x480)

Camera state
Enabled

Pulse direction mode
Any first

Infra LED
Disabled

0.5s

ime biw 1st and 2nd pulses
35

ime biw 2nd and 3rd pulses
2s

JPEG Mode
Regular JPEG

Picture rate
0.5 second

Hold off time
30 second

Contrast enhancement
ON (Aute)

Sharpness enhancement

Mow
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Available Options

LED(s) state: Activation or not of the LED indicators
Pet Immunity: Activation of the up to 25Kg Pet immunity

Number of pulses: Pulse count for each motion detection (1,2 or3)

Sensitivity: Sensitivity of the PYRO sensor
Picts per set: Number of pictures sentincaseof alarmevent

JPEG Quality level: Quality of the picture (from 20% to 90%)

Picture resolution & color: Selection between: QVGA B&W (320x240), VGA
B&W (640x480), QVGA Color (320x240), VGA Color (640x480)

Camera State:

Pulse Direction Mode:

Infra LED:

Conf Time B/W 15tand 2" Pulses:

Time B/W 15tand 2"d Pulses:

Time B/W 25tand 3"9 Pulses:

JPEG mode: Regular or Differential (Video Motion Detection)
Pict Rate: Time laps between alarmpictures
Diff JPEG ratio: Sensitivity of the Video Motion Detection (High or Low)

Hold off (sec): Waittime between 2 detections and pictures (between 30 to
120sec)

Contrast enhancement: Contrast emphasis of the picture

Sharpness enhancement: Sharpness of the picture
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Re-trigger

Parameter

Description

Default Configuration

Zone re-trigger count

Each Zone has its own alarm re-trigger count. A value of 0
programmed at this location resultsin unlimited alarms for that
zone duringan armed period but a count of 1-15 will shut down
the zone once the programmed count has been reached.
Disarming the alarm will reset this count. In case the zone is
assigned to more than one area, this counter should be
multiplied by number of areas (e.g.ifzone 1belongsto A1& A2,
to achieve re-triggercount = 3, you will need to enterre-trigger
count=6, because alarmin each area willincrement the counter
and common number of re-trigger counts will multiply).

Value"0"

Zone # : Beeps To Keypads

Parameter

Description

Default Configuration

Armed Zone Alarm Beeps to
Keypads

Ifan Areais Armedand a zone assigned to that
Areaactivates, the zone can sound the buzzer at
selected keypads forlocal alarm signaling. This
location assigns zone alarm beep to a keypad for
alarmsthat occur whenin the Full Armed State.

Disable

Stay Mode Zone Alarm Beeps
Keypads

Ifan Areais Stay Mode Armed and a zone assigned
to that Areaactivates, the zone can sound the
buzzerat selected keypads forlocal alarm
signaling. This location assigns zone alarm beep to
a keypad foralarms that occur whenin Stay Mode
isArmed

disable

Zone 24 hour alarm beepsto
keypads

If a zone programmed as a 24 Hour type and it
activates, the zone can sound the buzzer at
selected keypads forlocal alarmsignaling. If the
zoneisa standard 24 hour type or Fire type the
keypad buzzerwill sound untilreset by a User but
ifitisan Auto-resettype the keypad buzzer will
resetwhentheinputclears

disable

Chime Zone Alarm Beeps
Keypads

Ifa zone programmed asa Chime zone and it
activates, the zone can sound the buzzerat
selected keypads forlocal alarm signaling. The
duration of the Chime beep programmed. The
Chime function also can be locally disabled at each
keypadindividuallyif notrequired.

disable

Zone Tamper Alarm Beeps
Keypads

Zone tampercan beepthe keypad buzzer at
individual keypads

disable
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Radio Supervise Alarm Beeps
Keypads

Ifa zoneis programmed as a radio zone and that
type is actively monitoring the supervisionsignal, a
supervise signalfailure fromthe detectoralarm
can soundthe buzzerat selected Keypads forlocal
alarm signaling

disable

Zone Sensor-watch Alarm
Beeps Keypads

If the zone is programmed forinactivity monitoring
and itis notoperated withinthe time setata
'Sensor-watch'alarm will be generated. A 'Sensor-
watch' failure from the detectorcan sound the
buzzerat selected Keypads forlocal alarm signaling

disable

Armed zone entry delay beeps
to keypads

Ifthe alarmis Armed and a delay zone triggers the
entry delayitcan also beepthe keypad buzzerto
warn that the entry delay is countingdown and the
alarm should be turned off

disable

Stay mode entry delay beepsto
keypads

If Stay Mode is Armed and a Stay Mode delay zone
triggersthe entry delayitcan also beepthe keypad
buzzerto warnthat the entry delayis counting
downand the alarm should be turned off

disable

Qutputs
Settings

Description Default Configuration

Parameter
This optionisusedto limitthe outputtoone

Lockout Output p' . . P disable
operation perarming period.

Pulse Output on Kiss-off after This option W|IIcause. the Outputtoshort single _

) pulse whenany areais armed and the message has | disable

Arming . N
been kissed off by monitoring company.
This option will cause the Outputto be disabled
when all areasin DISARMstate. It is designed to

Disable Output During Disarm kt'aep audible alarms sHentwhen tht?full s‘ystem disable
disarm, but part of alarms (like Panicor Fire alarm)
still turns audible alarms to on regardless of this
setting.
If this optionisenabled, the control panelmonitors
the status of the outputs by voltage levelforwired

Enable Monitoring of output outputs or coming supervision messages for disable
wireless outputs. If disabled - monitoring the state
of the outputs will disabled

Enable Mute Disable the sirensound only disable
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Output Type

Description Default Configuration
Parameter
] The output will change its state whenan alarm .
Output is constant Disable
occurs
Time Zone Assignment
Description Default Configuration

Parameter

If a time-zoneisassigned to an outputitwill turn
Time Zone Assigned to Output | the outputon whenthetime-zonestartsandturn | disable
the output off whenitfinishes.

Signals to Output

Description Default Configuration
Parameter

This optionis usedto assign a Mains Fail alarmto

Mains Fail to Output Disable
P an Output !
Fuse Fail to Output *Notinuse
This optionis usedto assign a Battery Low alarm to .
Batt Low to Output Isoptiontsu '8 yrow disable

an Output

This option will cause the Outputto short single
Monitor output fail to Output pulse whenanyareais armed and monitoring disable
company has kissed off the message.

Thisoptionis usedto assign a Outputtamper disable

Output tamper alarm to Output | alarm to an Output. When outputtamperalarm worksin ARM mode only
occurs, any outputcan be turnedto on (Shmulik decision )

L. . This optionisusedto assigna Communication .

Communication fail to Output . disable
Failure alarm to an Output

Radio Zone Supervised Fail to This optionisusedto assign a Radio Detector disable

Output Supervisory Fail alarmto an Output

ﬂ{ow thecrowgroup.com Page | 38

Electronic Engineering Ltd



System tamper to output

This optionisused for indication of panel tamper
alarm by specified Output. This option worksin
arm or stay arm state only and The Output turns to
on.

Sensor-watch to output

This option is used to assign a Sensor-Watch
alarm to an Output. A Sensor-Watch alarm occurs
when a detector has not operated

within a set period of time. Zone sensor watch
time can be setin zone level per each zone(in
minutes)

Duress Alarm to Output

Duress Alarm can be assigned to an Outputor
multiple Outputs. This can be used to operate an
audible orvisual alarm connected to the Output.

When the panelisin Walk-test Mode, this option

disable
Walk Test Pulse to Output assignsa one single pulse (onechirp) to the Output
everytimeazoneis triggered.
A Pendant PanicAlarm can be assignedtoan
Pendant Panic, Fire, Medical Outputor multiple Outputs. This can be used to disable

Alarm to Output

operate anaudible orvisual alarm connected to
the Output
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Timing

Description Default Configuration
Parameter

The 'On' delay allows the operation of the Output
to be delayed by the time programmed at this
Output on delay time (seconds) | location. If setto '0' there will be noondelayand Disable
the Output will operate the instant, itisturned on.
The time range is 0-36000 seconds.

The Resettime affects the time the outputturns
Output resettime (seconds) on incase of alarm state. The time range is O- disable
36000 seconds.

Add Output

Description Default Configuration

Parameter

Learn Radio Output / Serial -, .
InsertDevice’sIDand type Disable

number

Delete Radio Output Delete existing radio output from memory disable
This function set remotely the radio output

. parameters according different output devices .
Output confi disable
P & typessuch as led on/off, sounderon/off, led and

soundertimeouts, and Loudness etc.

Radio Output Module / Link Selectdevice type “ISM”, “DECT” or “ISM disable

type Extender” (RL1, RL2)
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Alarm to Output

Parameter

Description

Default Configuration

Alarm from zones

If an Areais Armed and a zone assigned to that Areaactivates,
the zone can triggerselected Outputsforlocal alarm signaling.
This location assigns Zones to Outputs for alarms that occur
wheninthe Full Armed State

No Outputsselected

Stay Alarm from zones

If an Area has Stay Mode Armed and a zone assigned to that
Area activates, the zone can trigger selected Outputs for local
alarm signaling. This location assigns Zones to Outputs for
alarms that occur when Stay Mode is Armed

No Outputsselected

24H Alarm from zones

Ifa zone is programmed as one of 24 Hour type zone and ifit is
open then the selected output(s) is activated for local alarm
signaling. In case of standard 24-hour zone the output will be
active forthe full reset time. In case of 24-hour auto-resetzone
the outputis deactivated when the reset time expires orif the
zone is closed. If a zone is a 24-hour fire zone then the output
will pulse ata rate equalstothe pulse time forthat output.

No Outputsselected

Alarm to Outputs (cont)

Parameter

Description

Default Configuration

Tamper from zones

Zone tamper can trigger selected output(s) for
local alarm signaling.

No Outputsselected

Chime alarm from zones

If a zone is programmed as a Chime zone and it
activates, the zone can trigger selected Outputs
for local alarm signaling. The output will operate
forthe Chime to Outputtime at location. The zone
must clear before the output can be activated
again

No Outputsselected

Entry delay from armed zones

If the panelis Armed and adelay zonetriggers, the
entry delay it can also turn an Output to ON to
warn that the entry delay is counting down and
the alarm should be turned off

No Outputsselected

Stay entry delay from zones

If Stay Mode is Armed and a delay zone triggers
the entrydelayitcanalsoturn an Outputto ON to
warn that the entry delay is counting down and
the alarm should be turned off

No Outputsselected

Near Alarm from zones

If zones are programmed for near and verified
alarms, it is also possible to get an indication of a
near alarm from any of the 16 outputs using this
program location. A near alarm is the first alarm
duringan armed period

No Outputsselected

verified alarm from zones

If zones are programmed for near and verified
alarms, it is also possible to get an indication of a
verified alarm from any of the 16 outputs using
this program location. A verified alarm is the
second alarm from adifferentzoneto the one that
causedthe nearalarmand must happen within 45
minutes of the nearalarm

No Outputsselected
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Chime Alarm Reset By

Parameter

Description

Default Configuration

Signal

The output will change its state when an detection/restore
occurs

Notselected

Time

The output will change itsstate and stay on by time setinoutput
resettime value

Notselected

Retrigger Time

Additional time will be added setin outputresettime in case of
re-trigger

Notselected

Extenders

Advanced Configuration

Parameter

Description

Default Configuration

Add Extender

The SH-I0 2x2 is an external two-way wireless device, two
Inputs (optional 2 zones per one input by EOL resistors) and 2
Output Relays module.

Extenderregistration :

- Linktype:ISM

- Serialnumber:Device’s ID No.

- Devicetype: 10 2x2 Relay Board

Extender Config

- set Extenderinputs type: N/O, N/C, single zone device or
double zone devices

- setExtenderoutputsmode:N/C or N/O

- use the Extender instructions manual for connecting and
setting EOL resistors and working mode.

Led: enable
Input: 1, 2 BothN/C
Output: 1, 2 BothN/C

Delete

This buttonis usedto delete the device from the system
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Report Channels
Clickon a reportchannel 1-8 to display its options.

Channel Type

Parameter Description Default Configuration

Note:

Setchannel typeas TCP/IP The channel #8 is dedicatedto
NeedtosetEthernetenabledto use thistype of channel the CrowCloud™ ™ connection;
please do not change these
settings.

TCP_IP

Setchannel type as Wi-Fi.

Wi-Fi
- Needtoset Wi-Fi enabled to use this type of channel
Setchannel type as 4G
GPRS . . .
Needtoset4G IPenabledtouse thistype of channelinsetting
"Communication" — "GSM" (see below in para "Communication")
SMS Setchannel type as SMS Text Messages

Setchannel type as a VOICE for voice Messages announcement to
VOICE telephonewhenthe systemisin ARM mode or to a local voice devise
whenthe systemisinthe DISARM
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Settings

Parameter

Description

Default Configuration

Channelis active

This option activates or deactivates a report channel for operations.

Channel #8 activated
only

Destination address

Can be up to 7 phone numbers (forchannels 1-7 defines as GSM
voice/SMS) or 7 server addresses (for channel 1-7 defined as
TCP-IP/WiFi/GPRS).

The length is up to 32 characters long (digits only for phone
numbers and characters/digits forserveraddress).

No address specified

Defines one of the protocol types foreach report channel:

e Crow (crow’sreceiver server is required at the CMS server)
e SIA-09(ADM-CID)

Protocol e  SIA-09(SIA-DCS) Crow predefined
This optionisavailable onlyif the specified channelis definedas
TCP/IP, GPRS or Wi-Fi
Port Definesreport protocol port (upto 5 digits) 4700 predefined (Crow)

Channel Backup

This channel will be activate if the main channel has failed to
openconnectionordeliveramessage.

No channels selected

Failed channel (1-7)

If either channel has failed to deliver messages, it will be

restore time (Min.) temporarily disable foraperiod defined by this parameter. 3 minutes
) During this time, the corresponding backup channel will be use.
The C.P and CMS may be configured to supervise the connection
SIA null-eventtime When supported and enabled, the C.P shall periodically sendthe 20
(seconds) Null Message to the CMS. The supervision interval shall be
configurable overarange of 1 seconds to 900 seconds.
The C.P may send an encrypted oran unencrypted Null Message
Encryption code to permitsupervision of the link betweenthe premisesandthe | 0x32

central station.
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Area account numbers

Parameter

Description

Default Configuration

Account Number

When system sends areport toa monitoring station there must
be a unique account number programmedtoidentify the panel.
Thereisan account code for each area.

The accountcode is4 digits. Each digit can be a number from 0-
9 as well as the special characters B, C, D, E & F. For SMS report
channelsnoneedtodefine the account number.

All accountat "0" except
the channel #8 with
account "8000" for
CrowCloud™ connection

Reporting Options

Parameter

Description

Default Configuration

Report Mains Failure

If this option is selected the panel will report a Mains failure
afterthe report delay time has expired
(see"Clockand Timers" — "Delays")

All channelsselected

Report Battery Low

If this optionisselected the panelwillreportaBattery Low

All channelsselected

Report Communication
Fail

If this option is selected the panel will report a Communication
failure.

All channelsselected

If thisoptionisselected the panelwill reportaTamperAlarmon

Report System Tamper the tamper panel is triggered All channelsselected
If this option is selected the panel will report a Tamper Alarm
Report Keypad Tamper from akeypad fitted with atamper switch orawrong code alarm | All channelsselected

from a keypad

Report Zone Tamper

If this optionisonthe panel will reportaZone Tamper Alarm

All channelsselected

Report Zone Trouble

If this optionisonthe panel will reportaZone trouble Alarm

Report Duress Alarm

If this optionisonthe panel will reportaDuress Alarm

All channelsselected

Report Panic Alarm

If thisoptionison the panel will reportaPanicAlarm generated
by keypad or RMT (pendant)

All channelsselected

Report Manual Fire
Alarm

If this optionis onthe panel will report a Keypad generated Fire
Alarm

All channelsselected

Report Manual Medical
Alarm

If this option is on the panel will report a Keypad generated
Medical Alarm

All channels selected

Report Zone Bypasses

If this optionisonthe panel will reportaManual or Auto Bypass
onazone

All channelsselected

Report Arm-Disarm

If this option is on then all Arm/Disarm signals will be reported
to a Monitoring Station

All channelsselected

Report Stay Mode
Arm-Disarm

If this optionis on then all Stay Mode Arm/Disarm signalswill be
reportedtoa Monitoring Station

All channelsselected
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Report Disarm
only after an Activation

If this option is on, the panel will not normally send an
Arm/Disarm signal to the monitoring company, however, if a
zone alarm occurs the panel will send a Disarm following the
disarming of the panel toshow it has been turned OFF by a valid
user

No channel selected

Report Stay Disarm only
after an Activation

If this optionis on, the panel willnot normally send a Stay Mode
Arm/Disarm signal to the monitoring company, however, if a
zone alarm occurs the panel will send a Stay Mode Disarm
followingthe disarming of the panel to show it has been turned
OFF by a valid user

No channel selected

Report Access to
Program Mode

If this option is on the panel will report a Contact ID code to
indicate that either Client or Installer program Modes have been
accessed

All channelsselected

Report Zone Restores

If this option is on the panel will report all zone restores. If this
optionisturned off the panel will only report the alarms

All channelsselected

Report Delinquent

If the panel has beenconfigured for Delinquency monitoring and
an area has not been armed for the time set at, a Delinquency
Alarm will be sentto the Monitoring Station

All channelsselected

Report Radio Battery
Low

If this optionis on the panel will reporta Battery Low from any
radio zones that have the battery status monitored

All channelsselected

Report Supervised Radio
Alarm

If this optionis on the panel will reporta Supervised radio Alarm.

All channelsselected

Report Zone Sensor-
watch Alarm

If this optionis onthe panel willreportaZone Inactivity (Sensor-
watch) Alarm.

All channels selected

Report Latchkey Disarm

When this option is turned ON and the panel was armed in
Latchkey Report Mode, at Disarming by a non-latchkey userthe
specified latchkey disarm report will be sent via voice or SMS
reportchannelto user, marked as latchkey mode user.

All channelsselected

Report Communication
Interference Detected

If the radio receiver detects Communication Interference
(Jamming) of the radio frequency, the panel can report this
eventtothe monitoringstationif this optionisturnedon

All channelsselected

If this optionisonandafaultis detected onthe output, areport

All channelsselected

Report Output Fail will be sent to the monitoring stationif Contact ID is set as the
reporting format
If this option is selected, the panel can send automatic test
Report Tests connections, but if test connections are not required, they can All channels selected

be disabled by turning this option off.

Report Stay Mode Zone
Alarms

If this option is on, the panel will report zone alarms in Stay
Mode

All channelsselected
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The changingoutput state will be reported viaSMS reporting to

All channelsselected
the user

Report output changed

If this option is on the panel will report a Tamper Alarm from a
peripheral module (extender module orradio output) fitted with All channels selected
a tamperswitch from a peripheral module

Report Peripheral
Tamper

Report Zone Confirmed | If this optionisonthe panel will reportaZone Confirmed

All channels selected
Alarm (Nearand Verified) Alarms.

Keypads
Radio Keypads

SH-KP Icon Keypad Overview

i Z 3
4 S 6
7/ 8 9 - —
“Panic Alarm” Combination ‘
|
X . SOS 0 aéu - P
“Medical Alarm” Combination L /- — Y “Fire Alarm” Combination ‘
" 2
i n : *C} :
‘Away ARM” Key ‘ “Stay ARM” Key ‘

“Enter” Key ‘

RFID SENSOR

The SH-KP is an optional two-way wireless keypad with built-in proximity RFID tag reader compliant with RFID tagsincluding
variation of millions ID combinations and numerical keypad.
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Flashing red on panic, fire,
1. steady red Indicates mediczal event
Opan Zone on ARM
atternpt , or pressing
any key

1.  Flashing Red indicates
when exit delay \entry
delay

2. steady Green for 3 sec
indicatesz on panel
disarm

1.Buzzer controlled from panel configuration

3.

+ = Tamper open

4 { + 3 —  Lights on the end of
) exit delay time

For RFID control, please use access tag. Press the key "Enter" and serve the tag.
For learning procedure, please refer to the para "Radio Keypad" below.
For additional information on the SH-KP please refer to its manual.

Please note thatthere is another SH-Keypad ADV with more features and options, for more information please referto SH-
KP-ADV manual P/N p/n 7102382 B

Settings
Parameter Description Default Configuration
Enable
!Ena_blefi Beepsand LED /Disable audible beeps and LED indication light on the Enable
indication Keypad

This option allows the screen information on akeypadto
be turned off when the panelisinthe Armed or Stay
Armed state. The screenreturn to the normal state on
disarming of the system

No armed indication Disable

A feature mustbe enabledinthe checkboxif we wanta
two-way voice call inthe event of a panicfroma panic
On keypad panic alarm call Keyped device. In orderto establish atwo-way voice call,
voice we must ensure at least one voice device (AVM) isset up
inthe system. So that the call will establish between the
voice device and the destination end user’s phone.

Relevantfor SH-KP-PRO

When this optionis checked/ activated, the paniceventis
Keypad emergencyalarm replaced by an emergency eventandalsothe CID to the Relevantfor SH-KP-PRO
monitoring statin alarm isdifferent
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Area Assighment

Parameter

Description

Default Configuration

Keypad Assigned To Area

This option assigns Areato keypads. If akeypad assignedto
one area, onlyitcan Arm or Disarm only that area and show
statesonly forthis area.

Areal

User Assignment

Parameter

Description

Default Configuration

Keypad control on users

Any user can assigned to operate at certain Keypads. This
option controls whether a code or access tag User Can
Arm/Disarm from certain keypads.

Allusers

Output Assignment

Parameter

Description

Default Configuration

Keypad is linked to outputs

A Keypad can be assigned to an Output or multiple Outputs.
If a Keypadis notassignedtoan Outputa User cannotturn
that Output On or Off from the Keypad. This feature is
useful when using the access control features of the panel,
ega Usermay be allowed to operate morethan one Output
with their code but they will be limited to just the Output
assignedto the Keypad they are using

All users

Alarmto Output

Parameter

Description

Default Configuration

Keypad medical alarm to
outputs

A Keypad generated Medical Alarm can be assigned to an
Outputor multiple Outputs. This can be used to operate an
audible orvisual alarm connected to the Output

Keypad panic alarm to
outputs

A Keypad Panic Alarm can be assigned to an Output or
multiple Outputs.This can be used to operate an audible or
visual alarm connected to the Output

Keypad fire alarm to outputs

A Keypad generated Fire Alarm can be assigned to an
Outputor multiple Outputs. This can be used to operate an
audible orvisual alarm connected to the Output

Wrong Code Alarm to Output

If someone is attempting disarm the alarm by trying various
code combinations and they enter in 5 wrong codes the
panel will gointoa 'Wrong Code'tamperalarm. The Alarm
can be assignedto an Output or multiple Outputs. This can
be use to operate an audible or visual alarm connected to
the Output. A correct code entry will reset the tamper
alarm

N/A

Keypad tamper alarm to
outputs

If the keypad has a Tamper Switch fitted and this switch
activated, the TamperAlarm can be assigned toan Output
or multiple Outputs. This can be used to operatean audible
orvisual alarm connected to the Output
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AddKeypad

Parameter

Description

Default Configuration

Link Type

Link typeis “ISM “

Serial number

Insert Device’s ID number

Device Type

Select keypad type 1.Led Indication Keypad 2. Advanced
Keypad 3. Pro Keypad

KeyPad Configuration

Settingthe keypad config. Please referto device’s manual

Enable

Delete Keypad

Removing previously paired keypad fromthe system

Communication

Remote Access

Parameter

Description

Default Configuration

Servers Password

Itisdefined upto 8characters password for remote connection
(CrowCloud™ and Mobile applications)

12345678

Server 1-4 Address

This parameter defines IP-address or DNS name of the remote
access server.

mediator.CrowCloud.xyz

(CrowCloud™ server address)

Server1-4 Port

This parameter defines the port on remote access server the
control panel usingfore registration procedure.

4705

(CrowCloud™ server port)

Communication Options

Parameter

Description

Default Configuration

Time to First Test

Confirmation

(Acknowledge) the call/alarm by pressing the <#> button
on the telephone right after answering the call, otherwise
the call will disconnect after 30 sec. If the parameteris notset,

. Define the time of firstautomatictest connection. 00

Connection

Test Connection Time , . . . .

Period Time period between successiveautomatictest connections 0

Incoming Phone . . .
Setting of up to 8 assigned phone numbers which are

numbers for remote . . Empty
authorized for control the system remotely via DTMF control

control Phone

. Usedto hear audio from voice device microphone, and no

Listenonly . . . Empty
activation of voice device speaker
If the panel is set to use the Voice reporting call or voice
messages announcements tion can simply kiss-off

Use Hash for ages annou option, you ca kY © Enable
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the voice call will continue tillremote phoneorthe originator
will close connection (hangs down).

Wait to Hash Timeout
(seconds)

This is the time period required to press the Hash key after
answering a call from the control panel / voice device
otherwise the call will be disconnect at the end of this time.

200 (seconds)

Dial Timeout is the maximum amount of time a dial will wait
for a connect to complete, if there is no connect completed,

Dial timeout ( seconds) a dial will terminated. 200
Number of Dial Attempts After a panic event, the dial
attempt will be made only afterthe end of the Dial timeout
Retries panic number 0

of the previous dial if no one answered the call.

Auto answer

If the parameteris set, Automaticallyanswer by the voice device
devices whenreceivingacall froma phone withoutacceptinga
call by pressingakeyin the voice box.

If the parameteris set, Whenreceivingacall froma phone, the
voice device willautomatically answer the call withoutaringor

Listenonly indicatorlightand without open the speaker, but only the
microphone will be open forthe caller (remote control phone
must be programmed)
TCP/IP
Parameter Description Default Configuration

Control

applications.

Ethernet Enabled If this option selected, the Ethernet connectionis Enable. Enable
If this option selected, the DHCP is Enable.

DHCP Enabled The serverwill automatically assign an IP address to the control | Enabled
panel.

Static IP If DHCP is Disable, the control panel must be manuallyconfigure Empt
with an IP address, subnet mask, Panel, DNSserver. Pty

Subnet Mask The network subnet mask fordefined staticIP address. Empty

Gateway IP Address of the router/server. Empty

DNS Server The network DNS serveraddress for defined static P address. Empty

TCP/IP Port for Remote | The number of incoming TCP/IP port using for remote control 3064
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GSM

Parameter

Description

Default Configuration

If this optionis on, the GPRS/4G Datais Enabled.

GSMIP Enabled This communication method suits for Data connection to | Enabled
Monitoring Station or Server.

GSM SMS Enabled If this optionis on,the GSM SMS is Enabled. Enabled

PIN Code GSM PIN'cc'>de numberaccording to GSMnetwork requirements, No PIN Code
up to 8 digits length.

GSM User GPRS useraccordingto APN GSM network requirements. Empty

GSM Password GPRS Password accordingto APN GSM network requirements. Empty

GSMAPN GPRS APN access point name accordingto yourcellular provider. | "internet"
Unstructured Supplementary Service Data (USSD) is a protocol
used by GSM cellular telephones to communicate with the

USSD Code service provider's computers, using for prepaid callback and | 0

mobile-money services. The parameter contains 3 decimal
digits.

System Language

Used to change the language of SMS messages

Voice Language

Used to change the language of Voice messages

Low RSSI Alert

Low RSSI alert RSSI measures the strength of a radio signal. Any RSSI value
(-110 +-50) lower than the programmed RSSI value will alert about poor
signal strength.
Wi-Fi

Parameter Description Default Configuration
Wi-Fi Enabled If this option selected, the Wi-Ficonnectionis Enable. Disabled
SSID The wireless network name Empty
Security Type Selectthe security type of your Wi-Fi network "Open"—No Encryption
Password Password of the wireless network you want to connect to. Empty
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DECT

What is DECT ULE?

ULE addresses Ultra-Low Energy applicationrequirements by introducing optimized communication methods. Identified with
low power consumption, low latency, long range, moderate data rate and value-added complementary voice capabilities,
ULE isthe best-of-class technology, which represents the next evolution in home networking.

ULE is based on DECT (Digital Enhanced Cordless Telecommunications) which is the de-facto standard for residential and
business cordless phone communications worldwide.

DECT ULE is an SW protocol extension of the standard DECT, These devices can be easily support DECT ULE for Home
Automation and Security/Monitoring.

DECT ULE: the perfect combination of long battery lifetime, high datarate, low costand longtransmission range.

Frequency Allocations:
e FEurope:1880-1900 MHz
e China:1900-1920 MHz
e Japan:1893-1906 MHz
e Latin America: 1910-1930 MHz
e US & Canada: 1920-1930 MHz

Parameter Description Default Configuration

DECT Enabled If this option selected, the DECT Module Activated. Enabled

Phone numbers of the contact persons called from the Audio

DECT Contact Number Panic DECT button

Empty

DECT detector mustbe enrollintothe panel beforeitcanbe
Learn DECT Device use. -

Click this button to start DECT pairing process

Removing DECT device from the system.
Delete DECT HAN Device | Selectthe device youwantto delete and pressthe button ID of the DECT device
Confirm deletion and save the configuration

Delete DECT HS Device Click this button to delete DECT PanicButton Empty

GSM pin code numberaccording GSM network requirements,

DECT PIN Code up to 8 digits length.

Empty

Crow ElectronicEngineeringLtd. Is an active contributorto
the ULE Alliance with afull range of DECT ULE products

UL«

ALLIANCE
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RF

Parameter

Description

Default Configuration

Starting RF Channel

The PANEL supportsupto 5 frequencies to prevent jamming.
You can choose frequency range from 1 to 5.

Learn Repeater

Enter the unique ID of the device
Press Done and Save the configuration

Delete Repeater

Click this buttonto delete the selected wireless repeater

Time Zones

Settings

Parameter

Description

Default Configuration

Time Zone Start Time

The Time-zonestarttimeis when thetime-zone begins. The
time usingforarm of area(s), turn output(s) to ONstate and
activate rights of specified user(s). There are 8 time-zones
that can be programmed.

Empty

Time Zone End Time

The Time-zone end timeis when the time-zone finishes.
The time using for disarm of area(s), tirn output(s) to OFF
state and deactivate rights of specified user(s). There are 8
time-zones that can be programmed.

Empty

Time Zone Day

The Time-zone days are the days of week that the time-
zone will be active. You can select any combination of the
days from Sunday till Saturday. There are 8 time-zonesthat
can be programmed.

Empty

Holidays

Itis possible to pre-program up to 8 holidays. Holidays can
override the time-zone function on the programmed day.
For example, if an output was automatically controlled by
a time- zone, the pre-programmed holidays can stop the
output from turning on or off on a holiday. A holiday
consists of a single day programmed by date. The holiday
begins at the start of the day (00:00:00) and finishes
immediately before midnight (23:59:59) on the
programmed date. Holidays can programmed in any order
(although for simplicity it is recommend that they
programmed in chronological order) and the panel
automatically removesthem once the day ends. If you wish
to remove a programmed holiday, you should to clear the
date field.

Empty
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Time zones holidays:

Parameter

Description

Default Configuration

Date Format

Date formatselection options

Areaassignment

Parameter

Description

Default Configuration

Time zone assign to
Areas

If area assigned to time-zone it will automatically armed when
time-zone starts and disarmed when it finishes. You can assign
more than one time-zone to each area. If assigning multiple
time-zones you should insure that they do not overlap as this
could cause confusion.

Time zone STAY Armed
Areas

The parameteris used for the separation time zone possibilityto
made ARM and STAY ARM operations. If the parameter marked
when time zone will start, the corresponded area will STAY
armed. Otherwise, when time zone will start the area will
ARMED.

NOTE: For STAY ARM to
work, ARM mustbe
checked as well

User Assignment

Parameter

Description

Default Configuration

Time zone control on
Users

When the user is controlled by time zone, its keypad code,
access tag and pendant deactivated all the time, when the time
zone is not started or finished. Only when the time zone is
started, the user can perform actions in the system in
accordance withits rights as defined by configuration.

Output Assignment

Parameter

Description

Default Configuration

Time zone assigned to
Outputs

If a time-zoneisassignedto an outputit will turnthe outputon
when the time-zone starts and turn the output off when it
finishes.
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Miscellaneous

Chime Control

Parameter

Description

Default Configuration

Chime Alarm Beeps to
Keypad

If a zone is programmed as a Chime zone and it activates, the
zone can sound the buzzer at Selected keypads for local alaim
signaling. The duration of the Chime beep is programmed. The
Chime function can also be locally disabled at each keypad
individually if notrequired

Notselected

User Options

Parameter

Description

Default Configuration

Cancel Handover Zone
Functionin Stay Mode

If this option is selected, any zone programmed with the
handover feature will act as a normal delayed zone during Stay
mode (i.e.the handoverfeaturewillbe ignored).

The zone will still have the normal handoverfeature during the
full arm state.

Notselected
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Miscellaneous

Panel Options

Parameter

Description

Default Configuration

Installer Code

This code is used to enterinto full Installer Program mode.

This code can only be changed while in Installer Program Mode.
The Installer Code must be between 4-8digitsinlength

000000

Duress Digit

A Duressalarmis created whenthe alarm system is disarmed by
increasingthe last digit of the original user code by 1

example :the original code is 1234, to activate the duress code
the code shouldbe 1235 ( 123X x+1)

Disable mains fail test

If the panel mustbe run offa DC supply or the Mains supply can
fail regularly, this option disables the mains voltage monitoring
to prevent mainsfail alarms from occurring

Notselected

Images link

This feature used when panelusesthe reportchannel SIA-DC09
( SIA-09DCS) protocol type for CMS,

Checkingthis box consolidates the images links associated with
the same eventfor view created due to camera detection

Buzzer Enable

If this optionisenabled it meansthatthe buzzer panel isin active
mode

disable

Buzzer Reset Time

BuzzerReset Time in minutes

1 minute

Cannot arm if the system
low battery or AC Fail

if this optionis selected, the panelcannotbe armed if the panel
batteryislow or the AChas failed.

When the battery is fully charged or the AC has returned, the
panel can then be armed.

If this option notselected, the panel can be armed during these
fault conditions.

Notselected

Cannot arm when
keypad fault

if this option is checked and a missing keypad alarm is present,
the panel cannot be armed until the keypad has been
reinstalled.
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Cannot arm when
communication fault

If this option is selected and the control panel has detected a
communication fault (Ethernet or GSM/GPRS) the panel cannot
be armed.

To resetthe failure the line must be re-instated to allow arming
again.

Notselected

Keypad locks for 90 sec
after 5 code attempts

After5incorrect codesare entered the keypad willbe locked out
for 90 seconds

Enable

Code must be 4-8
digitslong

If this optionisselected, all usercodes, installer code, time zone
passwords and remote access password must be between 4-8
digitslong.

Ifitis notselected, the minimal length of the code is one digit.

Notselected

Enable keypad tamper

if this option is checked the keypad tamper will be enable and
can cause to keypadtamperalarm if keypad removed from the
wall. If this option is OFF, then the keypad tamper will be
disabled, opening orremovingthe keypad from the wall will not
cause to tamperalarm on panel.

Monitoring of Tamper alarm indication for any device which is

Enable Output Tamper Selected
P P connectedto Control Panel's output.
if this optionis checked the Paneltamperwill be enableand can
Enable panel tamper
cause to Panel tamperalarm.
Send picture after . . .
. P Continue send picture afterdisarm
disarm
Max report count The maximum number of log reports from any single source. 10
P The valueislimited from 3to 10.
. Thisis the name you give to your control panel toidentify it .
Panel title youg ¥ P Y MiniGW
(Ex:Home)
License time Time period to permitthe usercontrol panel and use all activity | Notselected

EN Compliance

Enable/Disable EN 50131 Compliance

Notselected

UL Compliance

TBD

Timers And Delays

System Date and Time

Parameter

Description

Default Configuration

If you are in Daylight Saving Time whenthe alarm system is
installed, you MUST turn this option on so that the panel

GMT

Time zone starts from Greenwich Mean Time (GMT 0)

Daylight Saving knows that Daylight Saving Time is currently active. Failure Empty
to dothis will notallow the clock to automatically adjust to
the correct time when Daylight Saving Time Ends
2
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Timers

Parameter

Description

Default Configuration

Radio Zone Supervised Time
(minutes)

If aradio detectoris capable of sending regular supervisory
signalstothe panelandthe zone typeis setfor'Supervised
Signal Active', this timer sets how long a period has to
elapse with noreceived transmissions before a supervisory
failure alarmis generated. The time rangeis 1-255 minutes.

63

Two Trigger Time (seconds)

Ifazoneissettotwotrigger, thezonehasto cause an alarm
twice withinthe two triggertime period to cause analarm.
If multiple zones are set to two trigger, an alarm will be
generated it two zones trigger once each within the two
trigger time period. If a two trigger zone goes into alarm
but remains in alarm for longer than the two trigger time
period (ie detector failure or cable cut) an alarm will be
generated. The time range is 5-255 seconds.

20

Delays

Parameter

Description

Default Configuration

Alarm Reporting Delay
(seconds)

If thisaddressisset to 0, there will be noreport delay. If it
is set to any value other than 0 then a delay equal to the
programmed value will stop the panel from reporting an
alarm until this delay time expires. While the timeris active
certain outputs can be disabled. Once the timer has expired
it will not start again, the panel must be disarmed then
armed to reset the timer. The value in seconds, maximal
limitis 255 seconds.

Mains Fail Reporting Delay
(seconds)

If a Mains Failure occurs this timer delays the reporting of
Mains Failure to a Monitoring Station. If the mains power
returns before the timer expires, then no report is sent. If
Mains Failure is assigned to an output, this delay must
expire before the output willturn on. The value in seconds,
maximal limitis 3hours (10800 seconds).

900

Communication Fail
Reporting Delay (seconds)

If a Communication Fail occurs this timer delays the
reporting of CommunicationFail toa Monitoring Station. If
specified communication path returns before the timer
expires, then no report is sent. If Communication Fail is
assigned to an output, this delay must expire before the
output will turn on. The value in seconds, maximal limitis 3
hours (10800 seconds).
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Voice device (DECT Device)

Advanced Configuration

Parameter

Description

Default Configuration

Name

Enter voice device name

Add Voice Device

Use this Button to learn voice device into the system but
not before pairingthe DECT Voice device in Communication
level.

Empty

Is Active

Paniceventcan be enable ordisable from Voice device

Enable

Emergencyalarm

Voce device generates Emergency Alarm instead Panic
Alarmon pressingthe panicbutton.

AreaAssignment

Parameter

Description

Default Configuration

Voice Device is assigned to
areas

Voice device can be assigned to Area 1-4 or multipleareas

Areal

Output Assignment

Parameter

Description

Default Configuration

Voice device is assigned to
outputs

Voice device can be assigned to an output or multiple
outputs

Note: This optionislinked
to selection of the
commands Can Toggle
outputs optioninorderto
activate/deactivate an
output

Commands

Parameter

Description

Default Configuration

Command disable

Commands, ARM, STAY ARMED and Can Toggle outputs
are disabled

Voice device can ARM area or multiple areas that assigned
tothe voice device, area or multipleareas can be armed by

ARM . . . .
Can pressing and holding the disconnect button of the voice
device foratleast5sec
Voice device can STAY ARM area or multiple areas that
Can Stay ARM assigned to voice device, area or multiple areas can be

armed by pressing and holding the disconnect button of
the voice device forat least 5 sec

Can Toggle outputs

Voice device can turn on/off an output that assigned to
voice device, output or multiple outputs can be turn on ot
off by pressing and holding the disconnect button of the
voice device foratleast5 sec
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Overview
Walk Test

A Walk Test isa method for testing sensors without causing false system alarms. During a walk test, you will go through
and intentionally activate sensors so that they are recognize by the system. The faulted zones will be display, but no alarms
will be reportto the central station.

Read more: https://www.alarmgrid.com/fag/what-is-a-walk-test

Parameter Description Default Configuration

Walk test mode is usable in installer mode. By going
through all the detectors registered in the system and
activating them, the associated zone examined will be | .
displayed on the page of the overview screen page and in
order to allow verification that all zones are functioning

properly.

Start Walk Test

The purpose of this function is to prevent alerts, reports,
Start Maintenance Mode sounding of sirens or keyboardsin areas when performing
installer maintenance work such as battery replacement.

Stop Maintenance Mode Stop and exitfrom Maintenance Mode

Example of walk test screen

System Test

RSSlI Check Active K_eypads

ll“l #D

Repeaters
lll'l

Walk test mode is usable ininstaller mode. By walking through all the detectors registered in the system and activating
them, the associated examined zone will be displayed on the page of the overview screen page and in orderto allow

verification that all zones are functioning properly by indicatinga green check mark and a red dot. . By
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pressingon STOP walk test /End walk test button, terminates the walk test process. The results of the walk-test will be show
on the screento verify which detectors were triggered during the walk-test mode.
NOTE: The device’s indication LED light undertest will flash green color during the walk test process.

An Outputcan be used for the Audible walk-test indication; the siren on the output will give asingle tone forthe chirp
instead of the swepttone used foralarms.
In Addition, this page provides General Display information of Accessories (zone names, device serial #, state, device type,
RSSllevel, repeated zones, panel main communication (Ethernet, GSM/4G , WiFi ) status, radio frequency, panel versions
(panel firmware, RF module, DECT ULE SW version).

Control
Parameter Description Default Configuration
ARM Key buttonfor Area ARM -
DISARM Key button for Area DISARM B
STAY Key buttonfor AreaSTAY ARM B
Log
Parameter Description Default Configuration
Log Displays the logs events from C.P to cloud

Getinternal log

Displays the total logs events, from C.P. to cloud + C.P.
internal events

Update log Refresh the web page of the log events B
Log on page Ability toincrease the number of display log events 1-30
...More
Parameter Description Default Configuration

Backup config/restore/save

as Default

Ability to create new backup and restore/save as default of
the panel configuration

Personal Page

Option of displaying the personal page from installer
programming mode

Panel upgrade

Uses to upgrade the panel firmware, RF module, DECT
module from Cloud or Local file, this actionis protected by
inserting installer code, in addition there are options to
create Backup and/orRestore priorthe upgrade process

Apply default

Ability to uploaddefault configuration filefrom alist which
created in save as default action in backup Config by
installer

Reset Panel Connection

Resetthe connection socketfrom C.P.tocloud server

Restart Panel

Restartthe panel doesn’t affect the panel settings
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Disconnect
- Disconnectthe remote connection from Panel

CrowCloud™ Web Services

Your SHEPHERD PLUS™ panelis configured by default for direct communication to CrowCloud™.

Afterconfiguration of your panel, goto http://www.Crowcloud.com and proceed with the userregistration to your
SHEPHERD PLUS™ panel.

The Crow Cloud personal user webpage allows the end userdirect
access to all of its registered control panels.
This personal webpage offers to the end user possibility to:
e Connecttoitsregistered control panel
e Monitorand Control panel and connected devices
Please login e Browse alarm picturesand requestforimmediate take picture
e Get panelconnectioninfo
e Manage cloud users

nyacov(@gmail.com

Login: If you already have an account on Crow Cloud, fill these form

Sign up: Click thislink to start registration of new user
ogin
Forgot Password: Click this link to retrieve your password
Sign up | Forgot password | =
= Language: Selectyour preferred language

Email:
Enter end user’semail address.
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First Name:
Enter the first name of the End User.

Last Name:

Enter the family name of the End User.
Create Account

Login (Email) Type password:

Email Enter the password at least 8 alphanumericcharacters
First Name
First Name Retype password:

Confirmthe password entered above
Last name

Last Name

New password

'Retype pas Submit:
TR T — Click thislinkto send form and create the user
||
Panels Welcome page of the CrowCloud™
Information on:
Name Version MAC Status .
Name of registered control panels
. Firmware version
MAC address of control panels
Current Status of control panels

© A Pl o count From this page you can:
Editlist of registered control panels
Clickon the desired control panel to access toits monitoringand control ~ Add new control panel to user
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ﬁ 159dxxxx

Areas Zones Outputs

Zones

ID  Name Signal

1 Zonet .
Edit ]|

3 | Zone 3-FW2-

R [y il

Zone 25
Keypads Users
Type State
Camera PIR ready
on CT2035
Magnetic ready

contact

Note: Only active zones will be listed

Areas Zones Qutputs
Outputs

ID Name

1 OQutput 1-IP CAM Edit
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Keypads Users
Signal Type
AC Qutlet with Simple

Power Metering

o
@‘ 26°C

Troubles

Areas

Area 1

Area 1

Troubles

State

ready

Pictures Settings -

Status = Statistics Temperature

= 25T
= 28C
Pictures Settings -

Status Statistics Temperature

o 3

thecrowgroup.com

Areas

This part enables control of SHEPHERD
PLUS™ panel

Areas:
Selection of the areato monitor/control

ARM:
Arming of the selected Area

DISARM:
Disarmingof the selected Area

STAY:
Stay Arming of the selected Area

PANIC:
Press 5 secto generate immediate Panic
Alarm

Zones

This part providesinfo/control on Zones

Names of the active zones

RSSI Signal of the zone

Type of connected device

State of the device

Related areaof the zone

Status (Active/Bypass) of the zone
Statistic(if device compatible) for
Temperature, Air Quality, Humidity...

Add Zones: online learning of devices

Outputs
This part enable control on Outputs

NAME:

Name of the outputs (ex: outdoorsiren)
TYPE:

Type of Output: Wired, Siren, Smart Plug...
STATE:

Info on outputtrouble

STATUS:

Activation / Deactivation of the output
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Areas Zones Qutputs Keypads Users Troubles Pictures Settings ~

Users
Users
List of active usersinto the control panel.
Add user
E=E .
0 | name Action User position registered in control panel
1 User 1-Master M
a Edit | .
. Name of the usersavedin control panel
2 User 2-A1
Areas Zones Outputs Users Troubles Pictures Settings ~ Troubles

Troubles

Information on current troubles detected
© Smoke DECT (zone 36). Tamper alarm

ID: 2239497 Created: 02-09-2019 - 15:02 X Delete Pictures
e This part of the personal page givestothe

end userinformation and control of
connected PIRCAMdetectors with the
possibility to display pictures of all devices or
selectdevice from whichyouwantto see
saved pictures.

The End-User has also the possibility to Take
Picture fromselected PIRCAMdetector.
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Panel Info

Connected via Ethernet

Ethernet

Ip: 192.168.1.62

Mac: 0013A120159D
Mask: 255.255.252.0
Gateway: 192.168.0.240

Id: ethernet

GSM | =1

Status: 0

No voice: false
Roaming: false

Ip: 10.49.3.242

Id: gsm

Mask: 255.255.255.255
Status desc: OK
Mobile rssi: -91

Band: 42501

Module hw: SARA-UZ01-04B-00
Dns: 80.179.82.179
Provider: Partner IL
Imei: 358887096466287
Rssi: 91

Net: HSDPA

Gateway: 10.49.3.242

Areas Zones Outputs Keypads Users Troubles

Motifications
Receive Push Notification
Alarm
Troubles
Arm
information
Take picture
Configuration
User association
Al

Receive Pictures by Email

Receive pictures

Notification language:  English{US) ~

« Submit

tomatically

addresses to g

Mow
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Radio

Software version: 0.41
Hardware version: 4.07
Failure: false

Module id: 19816146
Freq: 868.85

Id: radio

wi]

Ssid: Crwlangu

Ip: 192.168.30.58

Wifi rssi; -44

Mask: 255.255.255.0

Id: wifi

Mac: 94E36D31693B
Dns: 8.8.8.8

Rssi: 44

Gateway: 192.168.30.240

Reset panel connection

Pictures Settings -

Add New email address

thecrowgroup.com

Panel Info

This part providesinfo of current
communication status:

Display of the current connection method

Ethernet:

IP: internal IP of the panelinyour network
MAC: Ethernet MAC of the SHEPHERD PLUS™
Mask: Network subnet mask

Panel: P of the router

ID: Name of the communication method

Radio:
Information onthe Two Way wireless RF
module forwireless ISMdevices

GSM:
Information received from cellular provider
on the current GSM/GPRS/4G connection

Wi-Fi:

Information on the Wi-Fi connection status
inside your personal network

Reset panel connection:

Restart panel communication methods

Details

You can easily set up events notifications and
selecttype of events sentto each emails
addresses registered

Information: All type of information.

Alarm: Alarm occurs

Troubles: When the panel reports troubles

Take picture: In case of pictureisrequested

Userassociation: Whena new useris
registered on the panel

Configuration: Enterin installermode
Arm: When arming the system

You can also select which email is allowed to
receive alarm pictures.
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Areas Zones Outputs Users Troubles Pictures Settings ~ Details

Details

Panelname | GW Home This tab gives possibilityto change control
panel nameinthe cloud

+ Submit

Mobile Applications
Friendly userguide will help youregisterand set up the Panel.

Install the Crow Pro application on yoursmartphone (i0S / Android)
oropenyourweb browser http://www.CrowCloud.com

st [] App Store

Allinformation and data containedin this documentare proprietary and confidential. CROW Electronic Engineering Ltd. shall
not be liable, in any event, for any claims for damages or any other remedy in any jurisdiction whatsoever, whether in an
action in contract, tort (including negligence and strict liability) or any other theory of liability, whetherin law or equity
including, without limitation, claims for damages or any other remedy in whatever jurisdiction, and shall not assume
responsibility for patent infringements or other rights to third parties, arising out of or in connection with this document.

Further, CROW ElectronicEngineering Ltd. reservesthe rightto revise this publication and to make changes to its content, at
any time, without obligation to notify any person orentity of such revision changes. These materials are copyrighted and any
unauthorized use of these materials may violate copyright, trademark, and otherlaws. Therefore, no part of this publication
may be reproduced, photocopied, stored on a retrieval system, ortransmitted without the express written consent of CROW
ElectronicEngineering Ltd. Any new issue of thisdocumentinvalidates previousissues.

©CROW ElectronicEngineering Ltd. 2018. All rights reserved.
Informationinthis documentis subjectto change without notice.

No part of this document may be reproduced or transmittedin any form or by any means, electronicor mechanical, without
express written permission of CROW Electronic Engineering Ltd.
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Appendix 1: Installer Event log messages

AC Fail Loss of AC powerfromthe main panel
AC Restored AC powerrestore on main panel
%0 activated by %U Output number %d activated by usernumber %U

%0 activated by remote control

Output number %d activated remote control

*%Z Alarmin %A

Zone number%Z Alarmin Areanumber %A

Area Edited in %A by %S1

Areanumber %A label was Edited by Cloud user %S1

*%A Arm Failed

Areanumber %A arm operation failed

*%A Armed by Keypad %d

Areanumber %A armed via Keypad number %d

*%A Armed by Time Zone %d

Areanumber %A armedvia Time zone number %d

*%A Arm Fail by Time Zone %d

Areanumber %A Arm fail by time zone number %d

AutomaticTest Connect

Automaticcommunication test process finish successfully.

*9%Z Bypass

Zone number %Z bypassed

*%Z Bypass Restore

Zone number %Z bypass restore

%U Bypass all Pendant Battery Low

User number%U is Bypassed all Pendants that at Battery Low
status

Code Attempts Alarm

False code alarm

Code Attempts Restore

False code alarmrestore

Communication (%Y) Fail

Communication method (IP/ GPRS/Wi-Fi) (%Y) Fail

Communication (%Y) Restore

Communication method restore on main panel

Control Panel Added to User %S1, By %S2

Control Panel Added to Cloud user %S1By Cloud user %S2

Control Panel Deleted from User %S1, By %S2

Control Panel Cloud user%S1deleted By Cloud user %S2

Control Panel User Edited for %S1, By %S2

Control Panel Cloud user%S1edited By Cloud user %S2

%0 deactivated by keypad %d

Output number %0 deactivated by keypad number %d

%0 deactivated by remote control

Output number %0 deactivated by remote control

DECT Delete Headsets by %S1

DECT Headset device deleted by Cloud user %S1

DECT Pair Canceled by %S1

DECT device paircancel by Cloud user %S1

DECT Pair Started by %S1

DECT device pair process started by Cloud user %S1

%A Delinquency Alarm

Delinquency alarmin Areanumber %A

%A Delinquency Restore

Delinquency report Areanumber %A Restore

*%A Disarmed by %U

Areanumber %A disarmed by User number %U

*%A Disarmed by Keypad %d

Areanumber %A disarmed by keypad number %d

*%A Disarmed by Keyswitch %d

Areanumber %A disarmed by Keyswitch number %d

*%A Disarmed by Time Zone %d

Areanumber %A disarmed by time zone number %d

%U Duress Alarm

Duress Alarm from User Number %U

Duress Alarm Reset

Duress Alarm restored

Enter Installer Mode

Entering installer programing frominstaller web interface or
installerapp.
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Exit Installer Mode

Exitinginstaller programing frominstaller web interface or
installerapp.

*Fire Alarm from keypad %d

Fire Alarm from keypad number %d

*Fire Alarm Reset

Fire Alarm Restore

Full CFG View by %S1

Full configuration view by Cloud user %S1

*%Z 24 Hour Alarm

Zone number%Z 24 hour Alarm

*%Z 24 Hour Fire Alarm

Fire Alarm from Zone Number %Z

*%Z 24 Hour Fire Restore

24 Hour fire alarm restore zone number %Z

*%Z 24 Hour Restore

24 Hour alarm restore zone number %Z

*%Z Inactivity Alarm

Inactivity alarm from zone number %Z

*%Z Inactivity Restore

Zone number %Zinactivity alarmrestore

Keypad %d Tamper

Keypad number%d tamperalarm

Low System Battery

Low battery fault fromthe main panel

*Medical Alarm from keypad %d

Medical alarm from KP number %d

*Medical Restore

Medical alarmrestored

*%Z Near Alarmin %A

Zone number%Z near Alarmin Areanumber %A

*%Z Near Restore in %A

Nearalarm restore zone number%Zin Areanumber %A

OutputDeletedin %0 by %S1

Output number %0 deleted by Cloud user %S1

Output %d Fail

Output number %d operation failed

Output %d Tamper

Outputnumber%dtamperalarm

*Panel Tamper

Panel Tamperalarm

Panel upgradedtonew version

Panel upgraded successfully to new version

*Panic Alarm by pendant %U

Panic alarm by pendant User number %U

*Panic Alarm from keypad %d

PanicAlarm from keypad number %d

*Panic Alarm Reset

Panic Alarm Restore

*Pendant %U Battery Low

Low battery faultfrom pendantnumber%U

*Pendant %U Battery Restored

Pendant User %U Battery Restored

*Perimeter %Z Alarmin %A

Perimeter AlarmfromZone %Zin Area %A

*Perimeter %Z Restore in %A

Perimeter Alarmrestore fromZone %Zin Area %A

Peripheral Battery Low

Battery Low was occurred in mail panel peripheral device

*Radio %0 Battery Low

Low battery faultfrom output number %0

*Radio %0 Battery Restored

Output number %0 Battery Restored

*Radio %Z Battery Low

Low battery faultfrom Zone number%Z

*Radio %Z Battery Restored

Low battery restore faultfromZone number %Z

*%A Remote Disarm

Areanumber %A remote disarmed

*%A Remote Stay Arm

Areanumber %A remote stay armed

Report Channel %d failed

Report Channel number %d communication failed

%Z Restore in %A

Burglary alarm restore zone number%Zin Areanumber %A

RF module upgraded

RF module upgraded successfully

%A Stay Armed by Keypad %d

Areanumber %A stay armed by keypad number %d

%A Stay Disarmed by %U

Areanumber %A stay disarmed by Usernumber %U

%A Stay Disarmed by Time Zone %d

Areanumber %A stay disarmed by time zone number %d

Supervised Radio %Z Restore

Supervision restore eventfrom zone number %Z

System Battery Dead

Empty battery of the main panel

System Peripheral Trouble

Trouble was occurred in mail panel peripheral device
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System restarted The control panel hasreset

Take Picture in %Z Started by %S1 Take picture from PIRCAM Zone %Z started by Cloud user %S1
Take Picture in %Z Success Take picture from PIRCAM Zone %Z Succeed

%Z Tamper Tamperalarm from zone number %Z

%Z Verified Alarmin %A Verified Alarm from Zone %Zin Area %A

Upgrade Failed by %S1 Panel upgrade failed by Cloud user %S1

Upgrade Started by %S1 Panel upgrade started by Cloud user %S1

User Deletedin %U by %S1 User number%U deleted by Cloud user %S1

Walk Test Started by %S1 Walk test started by Cloud user %S1

Zone Editedin %Z by %S1 Zone number %Zlabel was Edited by Cloud user %S1

Zone Params Edited in %Z by %S1 Zone number%Z parameters were Edited by Cloud user %S1
Zone %Z to Output %0 Edited by %S1 Assign Zone %Zto Output %0 was done by Cloud user %S1

* Eventlogdisplay cannotbe suppressed, as specified by EN50131-1-2006

Compliance Standards

e EN/IEC50131 Level2
e EN 301489-1

e EN 301489-3

e EN 301489-52

e EN 61000-6-3

EN 50130-4
e EN 300220-1
e EN 300220-2

e EN 62368-1
e EN50130-5
e ENS50131-1
e EN50131-3
EN 50131-6
e ENS50131-10
EN 50136-1
e EN50136-2

e EN50131-5-3
e C(Certification body: Telefication B.V.

Pass-through operation feature:

The control panel working with pass-through mechanism.

The SPT shall notacknowledge the alarmto the AS before receiving an acknowledgement from the
RCT. Whenthe SPT receives an acknowledgementfromthe RCT, the acknowledgement shall be
forwarded tothe AS.

REDUNDANCY / DUPLICATION:

All events are transmitted and received via TCP/IP interface (primary). In case of primary channel fail, the event will be
transmitted viathe secondary back-up channel (GPRS).

ATS UNAVAILABILITY:

The ATS sends all faultsto ARC(s) in any case except case then the ATS unavailable due to maintenance by accredited person
with appropriate accesslevel
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ARC - alarm receiving centre

AS - alarm system

ACE - ancillary control equipment

AE — annunciation equipment

ATP — alarm transmission path

ATS - alarm transmission system

CIE - control and indicating equipment

HAS - hold-up alarm system(s)

IAS - intruder alarm system(s)

I&HAS —intrusion and hold-up alarm system(s)

WD - warning device

PS- powersupply

RCT —receiving center transceiver

SPT - supervised premises transceiver

Mow

Electronic Engineering Ltd

thecrowgroup.com

Page | 72



	The SHEPHERD PLUS™ Architecture
	Features and Capabilities
	Overview & Communication Capabilities

	Installing the SHEPHERD PLUS™
	Web Installer Access
	Quick Install Guide

	Voice Device
	User Types ,Code, Pendants,Tag
	User Settings
	User Options
	User Type
	Area Assignment
	Keypad Assignment
	Permissions
	Pendants
	Access Tag

	Areas
	Area Names
	Settings
	Timers and Delays
	Zone Assignment
	User Assignment
	Time Zone Assignment
	Signals to Output
	Area account numbers
	Beeps to Keypads

	Zones
	Zone Status
	Area Assignment
	Working Mode
	Zones Options
	Camera Assignment
	Zone Key switch
	Alarm to Output
	Delays and timers
	Radio Zones
	Zone Configuration –features & options examples:
	Re-trigger

	Output Type
	Time Zone Assignment
	Timing
	Add Output
	Alarm to Output

	Chime Alarm Reset By
	Report Channels
	Channel Type
	Settings
	Area account numbers
	Reporting Options


	Keypads
	Radio Keypads
	SH-KP Icon Keypad Overview
	Settings
	Area Assignment


	Communication
	Remote Access
	Communication Options
	TCP/IP
	GSM
	Wi-Fi
	DECT
	RF
	Miscellaneous
	Chime Control
	User Options

	Miscellaneous
	Panel Options
	Voice device (DECT Device)
	Overview
	Control
	Log
	…More
	Disconnect

	CrowCloud™ Web Services
	Mobile Applications

	Appendix 1: Installer Event log messages



